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1 Overview

Introduction
PesoPay PayGate is a powerful web-based online payment services platform, which provides secure,
multi-channel, multi-lingual and multi-currency payment services. It is used by many renowned

companies and organizations in the region.

This technical specification document prescribes the constituent parts of specification for integration of
an e-commerce web site with PesoPay e-commerce service, the on-line payment service by AsiaPay
(HK) Limited, by subscribed merchants of the service. This document has been created to ensure that
all technical specifications contain sufficient information to enable a merchant to design and modify the
codes of an existing on-line shopping architecture or software to cater for the payment i enabling service.
It also provides a checklist to enable the reviewers of specifications to conduct tests on the

functionalities of the integration.

There is an extra parameter section under each connection method. That section is especially designed
for 3DS 2.0 (Three Domain Secure 2.0). 3DS authentication is an additional security layer for card-not-

present transactions. With 3DS 2.0, it is aimed to achieve a better, stronger fraud-detection intelligence.

PesoPay PayGate facilitates merchant to connect to our network with great flexibility. Merchant can

choose one of the following integration methods, which will be described in detail in the document.
- Client Post through Browser (e.g. Shopping Cart)

- Direct Client Side Connection

- Server Side Direct Connection (e.g. IVR System, Mobile App)

Moreover, a list of merchant API functions will be also described in detail in the later section.
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2 Connection method

2.1 Client Post Through Browser

I't is the most popular connection method among mercha
i simple and speedy. On the other hand, payment transse
of f the wehlelyi weé tdhnj ust a small scale integration.

Scope and Compatibility

This connection is designed for merchants who have Online Shopping Cart System. The routine is
HTML-based with Javascript and should be widely applicable to on-line shopping cart software and
architecture, whose technical specifications and varieties are beyond the scope of this document.
Compatibility with shopping cart software is yet to be exhaustively given and would not be included in

the scope of this document.

The compatible version of the software code is as fol
HTML 4.0
Javascript 1.3
The version compati biwiitthy pdp ulhaer shorfdwsaeare sofdtewar e i s

Browser Version

Microsoft Internet Explorer 11or above
Mozilla Firefox 270r above
Google Chrome 300r above

Safari 7 or above
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Credit Card Payment Flow
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Credit Card with Installment Payment Flow
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It is notable that the software codes of the pay
should be embedded into the integration page, as
generate the sum of purchase from the previous s
subsequent parts of the flow would be directed t

details are to be submitted by the user, and han
Definition of Parameters in the Integration Page
The following are the PeasoPaymRatyd&Gnas ef os icatsegrsatnison.i ve.
typeface is correct. When a transaction is finished,

Meahant <can create static HTML pages to display the n

feed, the system can return payment message as shown

Required Parametewith UTH Encoding for connect to our payment page

orderRef Text (35) Mer chant 6s Order Reference N
currCode Text (3) The currency of the payment
i 3 4 AKD i 8 4 0SD A7 08GD
i 156NY (RMB) fi 39 IPY¥ i 9 0 TWD
i 0 3 AUD i 9 7 BUR i 8 2 GBRP
fil2aAb 4®i MOP 60 PHP
V64 THB 1581 MYR fB6®i IDR
11O KRW i 6 8 AR i 5 5MzD
i 7 8 MED i 0 9 BND i 7 0 VND
B5®i INR
Remark:

mpsMode SCP, the currCodEueshould be fioreign currency.

mpsMode = MCP, the curr€aldeshould be imase currency.
amount Number (12,2 The total amowduwant to charge the custdarehe provided

currency

Remark:

mpsMode = SQRe amount shouldcchkeulateth foreign currency.

mpsMode = MGRe amount should be calcutdtede currency.

lang Text (1) The language of the payment page
fi B &nglish fi @ draditional Chinese
fi X 8implified Chinese i J dapanese
i T ®hai fFOi French

301 German fROI Russian
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cancelUrl

failUrl

successUrl

merchantld

payType

payMethod

Text (300)

Text (300)

Text (300)

Number
Text(1)
(ANEO)

Text

f50i Spanish i W ¥ietnamese
A Web page address you want us to redirect upon the transact
cancelled by your custqimer display purpose only. DO NOT use
this URL to update your system. Please use DataFeed for this
purpose.)
A Web page address you want us to redirect upon the transact
rejected by ud:or display purpose only. DO NOT use this URL
update your system. Please use DataFeed for this purpose.)
A Web page address you want usréztregon the transaction beit
accepted by @Bor display purpose only. DO NOT use this URL
update your system. Please use DataFeed for this purpose.)
The merchant ID we provide to you
The payment type:
AN ® Normal Payment (Sales)

0 H élold Payment (Authorize only)

For merchants who use authorize mode, please be reminded t
the CAPTURE action as soon as the transaction is confirmed ¢
Once captured, the cust@neeedit card will debited in coming bar
settlement processing. If the merchant does not capture/revers
authorized transaction over 14 days, the credit limit will be rele

cardholder after a time period which is subjected to card issuin

Merchant may capture/reverse the authorized transaction in th

administration site > Operation > Transaction Detail.

Remark: Hold Payment is not available for 99BILL, ALIPAY, Ct
PAYPAL, PPS, TENPAECHAMEP3OCTOPUS

The payment method:

fALLoi All the available payment method

fFC@®i Credit Card Payment

V | iS/BaPayment

=13

=14

Ma s Master&arfdayment
J C BaBPayment
A M EAMEXPayment

=14

=14

i Di i Rimess Elubayment
PPDI PesoPaPPS Payment
i P AY PRayPal BpesoPapayment
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i KINAPAY China UnionPay BgsoPaj?ayment

A L |T RAlpayByPesoPajPayment

AALI PAY AKZDY NBywesoPalPayment
TENPAY TENPAY BResoPajayment

fDOBILEI 99BILL BPesoPajPayment

ME P IBEPBYPesoPaPayment

S 0 8B (SCB EasyYPesoPaPayment

B Pi BiliPaymenBYPesoPajPayment

K T IBring thai Bank (KTB OriN@®esoPaPayment
fi U O Brited Oversea b&@¥PesoPapPayment
KRUNGSRIONLBBank of AyudhERUNGSRION L)NEY

=t

St Ot DN

=t

PesoPafayment

i T MBMB BanBRYPesoPaPayment

fi | B A NiBangkakdBank iBaniBi@PesoPaPayment
fUPOBI UPOP BPesoPaPayment

ivi2bi M2U BYesoPaPayment

fFCIMBCLIGK CIMBCLICK BPésoPapayment

i OC T OPALCIW@PUS BesoPajPayment
AVECHA 6 WeChat Pay BésoPajPaymendeprecatgd
AVECHADNIOI WeChat PBYPesoPaPayment

O N E PAGNEPAY BNesoPapPayment

WE L E WBLEND BResoPaPayment

M O M O PMo¥16 eWallet Payment

L | N EIBMEYPay Payment

G C d &0@ash Payment

E N & ENETS Payment

E N BANKING eNETNet Bankingayment

E N BRISNETS)RPayment

F R 6RS Payment

i D A NRANAayment

fKREDIV@ Kredivé?ayment

fTNGDlloouch né Go Payment
"POLI* POLi Payments

"PAYID~PayID Payment

P B | S | S | B | S | e | B 1]

=14

"humm*humm Payment
"ZIPPAY-'ZipPay Payment
"HOOLAHhoolah Payment
"ATOME"'Atome Payment
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"QRIS* QR Code Indonesian Staridlaycent
fB a n ciNBancNet Debit Payment
fGRABPAY GrabPajayment

fBPbI BPIPayment

fCURI China UnionPay By PesdéRgynent
fi T e n dideRddRap Payment
"PAYCASHPayCash all of partner
"OTCPHBDO" PayCash BDO
"OTCPHBAYAD-PayCash Bayad Center
"OTCPHCEBUANA'PayCash Cebuana Lhuillier
"OTCPHRCBC* PayCash RCBC
"OTCPHECPAY-PayCash ECPAY

fVC@i VISA CheckoRayment
MRS MasterPad3ayment

Device WallBayment

S A M S UviBsiing Pay Payment
G 0 O G Gdbgle P& Payment

A P P L EApplerRalpayment

Optional Parameter fimstallment

St Ot DN

installment_service Text 1) Installment serviodicator
(fad9
installment_period Text (20) In number of months

*Not provideillEnable installment selection during the payment

*Multiple period vetle p ar at or fA| 0 onl y f

installOnly Text 1) Control the mandatory of Installment payment
(fad9

airline_service Text ) Airline service indicator
(rad9

airline_tickdtumber Text(13 Airticket number

Optional Parameter fistulti Currency Pricing (MCP)
mpsMode Text(3) The MulCurrency Processing Service (MPS) Mode:
fNILoor not provideDisable MPS (merchant not using MPS)
fSCRI Enable MPS wiimple Curren€yo nv er si on 6
fDC@i Enable MPS wiitynamic Currency Convéision
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multiRatelD

mpsExRate

foreigrCuriCode

foreignAmount

Text(12

NumberlQ4)

Text (3)
Number (12,2

MCRI Enable MPS wéihMu | t i Pricchgdr r e nc y

For merchant who applied MPS function

UniqudRate ID

*Returned from API funé@®PMultiRateEnquiiry
Exchange r at e bbasecuwercyand thweignme
currency.

*Returned from API funé@®PMultiRateEnquiiry

Foreign currency code

Calculated foreign amount

*The foreign amount should be converted from a base amount
minimum value HKD10 / MOP10 to &vieicince check failure

Optional Parameter fBromotion

promotion

promotionCode
promotionRuleCode

promotionOriginalAmt

Text(1);
(Aroor i
Text(8);
Text(8);
Number (12,2

Enable / Disable firemotion

The promotion campaign code
The promotion rule code

The promotion original amount

Optional Parameter for connect to our payment page

remark

redirect

oriCountry

destCountry

secureHash

Text 50

Number

Number(3)

Number(3)

Text (40)

Aremark field for you to store additional data that will not show
transaction web page

Number of secondsaute di r ect i on t o mer
PesoPays Pay ment Success [/ Fail
OrigirCountry Code

Example:

344 iHKO

840i iUD

Destination Country Code

Example:

344 iHKO

840i iUD

Secure hashused tauthenticate the integrity of the transaction
information and the identity of the mdtdbamaticulated by hashing
the combination of various transaction parameters and the Sec

Secret.

*Applies to merchants who registered this fundtienmahg

information, please refer to section 4.
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print Text(2) nad )} Disable the print function at payment result page.
failRetry Text(2) nad ) Disable the retry function wheratisactiois rejected
timeoutValue Number TimeouWaluan secondynly for OCTOPUS payment and ranged
and 7200
hiddenAmount Text 1) FIl ag to control the display
(Argd~9 not showing display of amtmableo approved merchant.only
expDateCheck Number Valugocontrdl he expiry date checki

expiry date must not be expired in one month. Only integer is ¢
minimung a | u e mMmaiminladl wen Hnabledap@aven .

merchant only

payMode Textp) Payment Mode
fi E {E¢ectronic Comme(Default)
fi M O\dail Order
fi R (Recurring
orderPhoneNo Text80 Phone Number of order
appUrlScheme Text iOS Universal Link or Android AppRlntor WebApp floweturrto

the merchant App from the payment App

Available ftie following payment method:

fi OC T OP@SHvnbile flow)

fALIPAYHKONBILIOS, Android (Deeplink flow)

fi WE C H A TiO$\ Android (Mobile H5 flow)
deeplink Text(1) Flag for the W&App flow

=13

O(DefaultiRedirect tBayment Service Host directly

=13

1Galt Payment Service token withirikedipectly

=13

2Display summary page with button of Deeplink

=13

3Ddsplay summary page with button of CeepReédirect
Availablefar AL PAYHKONL 0

oaflag Text 1) Toenable to use JSAPaYment ServiceApp Webview Payment)
(Arad9 Avail able for AWECHATONLDO
Optional Parameter for Shipping addresssufrecto be eligible for PayPal Seller Protection)
shippingAddress1 Text 240 The first line of the shipping addiless contain the full address
shippingAddress2 Text 240 The second line of the shipping address
egsuite or apartment number
shippingCity Text 10Q The city of tiehipping address
shippingState Text 10Q The state of the shipping address
shippingPostalCode Text %50 The postal code of shipping adahéds is the zip code or equivale
shippingCountryCode Text?) The country code that identifiexdtiméry or region

Optional Parameter foaustomer detasl(requirecto be eligible for PayPal Seller Protection)
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customer_firstName Text 50 Customer 6s first name

customer_lastName Text %50 Customer 6s | ast name

customer_emalil Text 10Q Customer 6s email address

customer_account_id Text 10Q Unique identifier of the customer

customer_phone Text 10Q Customérs phone number

customer_country_code Text?) Cust omer 6 ghatdidentified theycoumtrg at eegion
eg.Us

customer_create_date = Text{4) Date after which no further payment shall be performed.
FormatyyyyMMDDHHmMmMSss

e . g2040G122630

Parameters for Supporting 3DS 2.0
The foll owing are t hfec3rp&r 2mét eMerespatci ahby!l ful fildl
reqguirement to start using 3DS 2.0. The pa&arameters ar
encoding.
BasicParameters
threeDSTransType Text (2) No Transaction type.
Select the most suitable one.
fi 011Gdods/ Service Purchase
* Default value if threeDSTransType not

provided.

=13

073Check Acceptance

=13

170Aocount Funding

=13

1ilQuasiCashrransaction

=13

2i8¢epaid Activation and Load
threeDSCustomerEmail Text (254) No The customer 8s emai
* Strongly suggest to provide if available.
Shall meet requirements of Section &
IETF RFC 5322.
threeDSMobilePhoneCountryCode Text (3) No Customer 6s mobile g
Provide if available.
I f AthreeDSMobil ePh
providedit hr ee DSMobi | eP
also be provided.
e. g . i Horg) Kéhg
threeDSMobilePhoneNumber Text (15) No Customer 86s mobil e p

Provide if available.
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threeDSHomePhoneCountryCode

threeDSHomePhoneNumber

threeDSWorkPhoneCountryCode

threeDSWorkPhoneNumber

threeDSIsFirstTimeltemOrder

threeDSChallengePreference

Text (3)

Text (15)

Text (3)

Text (B)

Text (1)

Text(2)

No

I f AthreeDSMobil ePh
ithreeDSMobil ePhone
be provided.

Customer 6s home phea
Provide if available.

I f AthreeDSHomePhon
provided, fthreeDSF
also be prowd.

e. g .1 H® K

Customer 6s home pha
Provide if available.

| f AthreeDSHomePhon
ifithreeDSHomePhoneCg
be provided.

Customer 6s work pha
Provide if available.

| f AthreeDSWor kPhon
ithreeDSWor kPhoneNu
provided.

e. g .1 HorgyKahg

Customer 6s work pha
Provide if available.

| f AthreeDSWor kPhon
AfithreeDSWor kPhoneCoa
be provided.

Flag to show if the customesoisiezing the
item product. i.e. purchasing the same ite
product

Provide only if the payment related to purc
item / product.

A T G is the first time the customer purche
this item / product.

i F & is the NOT the first time the custom
purchases the item Hpia, it is rerdering.
Indicates whether a challenge is requeste
this transaction.

f010i Nopreference

* Default value if threeDSChallengePrefer
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not provided.

0201 No challenge requested

03I Challenge requestktbf{chant
preference)

f040i Challenge requested (Mandate)
f0501 No challenge requested (transaction
analysis is already perforrhed)

f0&0I No challenge requested (Data shate
f070i No chllenge requested (strong consi
authentication is already performed)

f0&i No challenge requested (utilise white
exemption if no challenge reqtiired)

fODi Challenge requested (whitelist prom
requested if challenge required)

**| f ONa@echalglueers are d ¢
selected, the chargeback liability shift to

merchant.

Recurring InstallmenPayment RelatgBrovide only if it is a recurrihqstallmenpayment

threeDSRecurringFrequency Text (4)  Yes (Only Minimum number of days between payme
for e . g .I 30fdays ketween payments.
recurring /
installment
payment)

threeDSRecurringExpiry Text (8)  Yes (Only Date after which no further payment shall
for performed.

recurring / FormatYYYYMMDD
installment e . g. 201904010

payment)

Billing Address Relatg€Brovide only if billing address is available

threeDSBiIllingCountryCode Text (3)  Yes (Only i Payment cardholder billing country.
billing Shall be the ISO 3d66umerithreedigit
address is country code.
available) e . g .7 Hio3n4g4 K oinUp, nA 8 4
threeDSBIllingState Text (3) No Payment cardholder billing state
Should be the country subdivision code d¢
in 1SO 316B3.
Provide if available, as some countries do

havesubdivision code.
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threeDSBIllingCity Text (50)
Text (50)
threeDSBillingLinel
Text (50)
threeDSBillingLine2
Text (50)
threeDSBIllingLine3
threeDSBiIllingPostalCode Text (16)

e . BB Piince Edward Islari€alifornia
Yes(Only if Payment cardholder billing city
billing e.g. fAHong Kongo
address is
available)

Yes(Only if Payment cardholder billing address line 1

billing

address is

available)

No Payment cardholder billing address line 2
Provide if available

No Payment cardholder billing address line 3
Provide if available

No Payment cardholder billing postal code

Provide if available

Shipping / Delivery Relat@tovide only if the payment requires shipping / delivery)

threeDSDeliveryTime Text (2)

No The delivering time for this purchase.

=13

OT71Eectronic Delivery

=13

072Same day shipping

=13

0730wernight shipping

=13

Oi4Tweday or more shipping

threeDSDeliveryEmail Text (254) No The email recipient of the purchased prod

threeDSShippingDetails Text (2)

Provide only if the purchased product is u:
electronic delivery.

No Shipping details / type.
Select the most suitable one.

OilSthi p to cardhol d:

=13

=13

072Ship to another verified address stor

merchant

=13

073Ship to address that is different than
cardhol der és billin
074Ship to Store / Rigk at local st (Store

=13

address shall be populated in shipping ad
fields)
fi 0iDdgital goods (includes online servici

electronic gift cards and redemption code:

=13

Oi6Travel and Event tickets, not shippec

=13

0i70dher (for example, Gaming, digital
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threeDSShippingCountryCode Text (3)
threeDSShippingState Text (3)
threeDSShippingCity Text (50)
threeDSShippingLinel Text (50)
threeDSShippingLine2 Text (50)
threeDSShippingLine3 Text (50)
threeDSShippingPostalCode Text (16)
threeDSIsAddrMatch Text (1)

No

No

No

No
No

No

No

services not shippedhedia subscriptions,
etc.)

Shipping / delivery country.

Shall be the ISO 34166umeric threkgit
country code.

e. g.1Ho34gd oKoinUp, N84
Shipping / delivery state

Should be the country subdivision code d¢
in 1ISO 3163

e . BB Piince Edward Islari€alifornia
Shipping / delivery city.

e.g. fAHong Kongo
Shipping / delivery address line 1
Shipping / delivery address line 2
Provide (if available)

Shipping / delivery address line 3
Provide (#vailable)

Shipping / delivery postal code

Provide (if available)

Flag for comparing the billing address anc
shipping address.

Provide (if available)

=13

T Shipping address maschidling address

=13

F 8hipping address NOT match billing

address

Gift Card / Prepaid Card Purchase Re{Btedide only if the purchase related to gift card / prepajd card
No
No

threeDSGiftCardAmount Text (15)
threeDSGiftCardCurr Text (3)
threeDSGiftCardCount Text (2)

No

Gift card / prepaid card purciraseint.
Gift card / prepaid card purchase currency
ISO 4217 threlgit currency code.

e. g.iHKB 440
Number of gift card / prepaid card purchas
e . g .l Puicha®ing 12 gdirds

PreOrder Purchase Relat@tovide only if the payment is related teGrae)

threeDSPreOrderReason Text (2)

No

The prerder reasons.
i 011Tbe prerder is due to merchant
availability, i.e. the purchasing product is

available due to the insufficient stock in th
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threeDSPreOrderReadyDate

Text (8)

No

merchant.

i 012Tbe prerder is for future release pro
i.e. the purchasing product is going to be
released on fue date.

The expected ready date of thargee
Format: YYYYMMDD

e.g. 201904010

Account InfdRelatedProvide only if there is user account in merghant

threeDSAcctCreateDate

threeDSAcctAgelnd

threeDSAcctLastChangeDate

threeDSAcctLastChangelnd

threeDSAcctPwChangeDate

threeDSAcctPwChangelnd

Text(8)

Text(2)

Text(8)

Text(2)

Text(8)

Text(2)

No

No

No

No

No

No

Date that thmardholder opened the accoun

Format: YYYYMMDD

e.g. N201904010
Length of time that the cardholder ha

the account

A 01 = No acaupunt (
A 02 = Created duri
A 03 = Less than 3¢
A4 = 30160 days

A 05 = More than 6¢C

Date that the cardh
changed, including Billing or Shipping adc
new payment account, or new user(s) adc
Format: YYYYMMDD

e.g. 201904010
Length of time sinc
information was last changed, including B
Shipping address, new payment account,

user(s) added.

A 01 = Changed duri
A 02 = Less than 3¢
A 03 = 30160 days

A 04 = More than 6¢C

Date that cardhol de
change or account reset.

Format: YYYYMMDD

e.g. A201904010
Indicates the length of time since the

cardhol der 6s accoun
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account reset.

A 01 = No change

A 02 = Changed dur.i

A 03 = Less than 3¢

A 04 = 30160 days

A 05 = More than 6¢C
threeDSAcctPurchaseCount Text(4) No Number of purchases with this cardholder

account during the previous six months.
e . g . Puicha3eadl 13 times during the
previous six months
threeDSAcctCardProvisionAttempt Text(3) No Number of Add Card attempts in the last z
hours.
e . gl Trigd 2dal card 2 times
threeDSAcctNumTransDay Text(3) No Number of transactions (successful and
abandoned) for this cardholder account as
all payment accounts in the previous 24 h
e . gl Proedsed 2 transactions
threeDSAcctNumTransYear Text(3) No Number of transactions (successful and
abandoned) for this cardholder account as
all payment accounts in the previous year
e . g .1 PricésBedl 10 transactions
threeDSAcctPaymentAcctDate Text(8) No Date that the yraent account was enrolled
the cardhol der 6s ac
Format: YYYYMMDD
e.g. N201904010

threeDSAcctPaymentAcctind Text(2) No Indicates the length of time that the paym:
account was enroll e
account
A 01 = Nocedaupunt (
A 02 = During this
A 03 = Less than 3¢
A 04 = 30160 days
A 05 = More than 6¢C
threeDSAcctShippingAddrLastChangel Text(8) No Date when the shipping address used for

transaction was first used
Format: YYYYMMDD
e.g. N201904010
threeDSAcctShippingAddrLastChangel Text(2) No Indicates when the shipping address usec
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this transaction was first used

A 01 = This transac

A 02 = Less than 3¢

A 03 = 30160 days

A 04 = More than 6¢C
threeDSAcctlsShippiAgctNameSame  Text(1) No Indicates if the Cardholder Name on the a

is identical to the shipping Name used for

transaction.

A T Account name identical to shipping n:

i F Account name different than shipping
threeDSAcctlsSuspiciousAcct Text(1) No Indicates whether has experienced suspic

activity (including previous fraud) on the

cardholder account.

=13

T Buspiciousctivity has been observed

=13

F Dlosuspicious activity has been obser

Account Authentation InfaRelatedProvide only if there is user account in merghant

threeDSActAuthMethod Text(2) No Mechanism used by the Cardholder to

authenticate.

A 01 = No authentic

il ogged ino as gues

A 02 = Login to the

merchargystem usinge r csoam t 6

credentials

A 03 = Login to the

merchargystem using federated ID

A 04 = Login to the

merchargystem using issuer cnéidés

A 05 = Login to the

merchargystem using thpdrty authenticatic

A 06 = Login to the

merchargystem using FIDO Authenticator
threeDSActAuthTimestamp Text(8) No Date and time in UTC oté#neholder

authentication.

Format: YYYYMMDD

e.g. A201904010

Pay Token Relateldrovide only ifhe card info is dokenized from pay token)

threeD®ayTokenind Text(1) No Indicates that the transaction wiadkeigied
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*Only provide whentdkenizetiappened

i T ®he card infodetokenized from pay

token
Redirect URL (successUrl, failUrl and cancelUrl) Output
Ref Text Mer chant 6s Or d(&ardisRlayf e

purpose only. DO NOT use this URL to update

system. Please use DataFeed for this purpose.,

Example of Client Post Method (Source Code)

The following is an example of integrati onPeosfoPRahyoppi n
PayGate in HTML. |t is noteworthy that the portion
successful integration.

In the following sample form, hidden fields are used to hold the values:

<form name="payFormCcard" method="post" action="
https://  test . pesopay .com/b2c Demdeng/payment/payForm.jsp">

<input type="hidden" name=" merchantld " value="1">

<input type="hidden" name=" amount” value="3000 ">

<input type="hidden" name=" orderRef " value="000000000014">

<input type="hidden" name=" currCode " value="344" >

<input type="hidden" name=" mpsMode" value="  NIL" >

<input type="hidden" name=" successUrl "
value="http://www.yourdomain.com/Success.h tml">

<input type="hidden" name=" failUrl " value="http://www.yourdomain.com/Fail.htm[">

<input type="hidden" name=" cancelUrl "

value="http://www.yourdomain.com/Cancel.htm|">

<input type="hidden" name=" payType " value="N">

<input type="hidden" name=" lang " value="E">

<input type="hidden" name=" payMethod " value=" CC'>

<input type="hidden" name=" secureHash "

value="44f3760c201d3688440f62497736bfa2aadd1bc0">
<input type="submit" name="submit">
</form>

Kick Off
After the integration has been completed, it is ready to launch your e-commerce web to serve your

customers. Please copy the following TESTING URL for client post method:

https://test. pesopay .com/b2cDemo/eng/payment/payForm.jsp
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Please copy the following PRODUCTION URL for client post method:

https://www. pesopay .com/b2c2/eng/payment/payForm.jsp
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2.2 Direct Client Side Connection

This method is used f or ctalpg umer dthantcriefdittheyarwlantnftoa
page instead of wusing our standard payment page. The
SSL Certificate to your domain in order to protect yo

Mor eoivfertt he credit card nemrrdo®ly®aelchueraec dst bmer cust amer
asked f or sptraotviicdipnags saw ared patssomoerdi fy t heD plgeur ¢ diesmta
credit card authorization pr obgrraanmd innapnheedmemVerdi fbhiyedVI
Master Card withMabsrtaenrdCeao aime o owi t h brand named AJ/ S
AMEXitWw brandmMBXeBadbteKeyeduce fraudul ent purchases b
identity during PRensloiRvaey t ramnsiast i bascarry out this pr«

observe the 3D pr o®PesviRdgo wnmn gaess tbhye oluat er secti on.

As the 3Dsprsdtamdalr di zed for al |l braNtdSAypbast emCd ruc
Secur e€&€de J/ Jyencdu rAeME X S alf e Ktelyi s document, we use the c

as an example to show the flow in detail

For merchant who chooses this method of connection, 128-bit SSL sever certificate must be installed

for data encryption. The system does not accept non-encrypted data.

PesoRay Extended V&LiI €at too hentsBuwrge Byour system functio
pl ease check yoaurcarerrtddadgmitzee sMeorri Si gnSentueem&dt at e
Pro/ Managed PKI for SSL Premium witdt &Vi rCetralilf itchag eVe

intermedi ate CA certificate in your <certificate store

Pl ease downl oand tthec @mdanay yVear i Sign EV SSL I ntermedia

following |link then import the 2 certificates into th
http:// www. verisiga.ndcem/meap ad teedMiedparsoi/ginnde x. ht mli

(Pl easemibnederd t hat you should choose the option Al ssu
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Credi

t

and Fbheeybmetn tCfabrtdo Wl SADi Ma3 &Byr , AMEX

Merchant 6s

PesobBPayPage

Page

Thi

rd

Party

i

Deci si on

B o x

Mer chant 6s Shog
(e. g. shopCar
\ 4
Mer chant 6s Payn
(Credit Card |
Directc \ 4
Ser velr Car d
(VISA/ l ssudr PesoBPayPaymen-
MasterCard/ Bank Connection Pe
JCB)
A A
FTTTTTTTTTT oo T T e 1
| Data F@&etdional) '
1 Recommenidedyou nee ;
! action in real tim 1
\ 4 y : 1
i Merchant s Data Fel |
3DAut henticatio : (di fferent from spacessUr
Yes . cancel Url) !
- :
___________ Y == mmm—m—— -
1 1
1 1
N o 1 |
1 1
1 1
1 1
1 1
1 1
: Succegs ! !
Aut henti c 1 Connect to Bz ! !
| |
1 1
1 1
1 1
1 1
_______________________________ 1 1
1
S |
Succe
w
Mer chant 6s Tr a Mer chant 6s Tr a
Fail Page Successful P
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Other Payment Flow

Mer chant 6s Shop
(e.g. shopCart

MPS Process (

v

Rate Prov

PesoBPayPayment
Connection Pa:

ai

Merchant 6s Pag

PesobBPayPage

Third

Deci s

Party

i on

[:] Report

A 4

Redirect to

PP® PAYPALCHI NAPAXLI PATENPAY 9BIlaorL
MEPSIOCTOPUSNOVAPAENETSSMYCLEAROLAT
UPORPR UPOBNETEUPOPNAFUI @GUSCB r
KRUNGSRI ONMULK TNEEUOBo iT MBb il BANK loM® M r
GCasohBanc MaSxMARTMONEY or

WECHAT

v

Fai

PesoBayPayment

B o x

! 1
1 Data F®&®etdional) |
) ' Recommeindedyou need 1
PesoR&yxeives Paym 1 action in real ti me :
! 1
1
1 Merchant 6s Data Fee :
> (different from su 1
d 1
<« \ cancel Url) :
Y L o e e o e o e e e o e e oo 1
Succe
Payment Su
\/ l
F PesoBPRgyment Succes

lCIos«

Contil

Fail Page

Mer chant 6s Tr an

Mer chant 6s
Successful

Tr an
Pa

Recei
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No#8 D transaction
Your <c¢clientds browser wil |l pbaey meendti rpeacgtee da nfdr otnh eyno uwe swii

page to your successful/fail page upon completed the

3D transaction

As 3D Authentication require your customers to enter
wi || be redimetitfeidc atoi oan 3web page in order to notify
compl ete the 3D Authentication buyp ewitnedroiw.g Btehl eo wp aasrsey

sample pages for the case of Verified By VI SA.

SEIE
File Edt View Favorites Tools Help
Bk v = - @ at ‘ Quzearch [Favortes {iMedia (4 | - S MER N
Address |ej https: jtest paydallar . comfh2cDemnjengfdPayment{pay Camp.jsp =] Pa |L\nks > @ -

\/ERIHED
byVISA

Verified by VISA is now processing ...

You are required ta verify your YISA card in your card issuer's
pop-up window to complete the payment process for the
following merchant
MERCHANT NAME : Saiko Sounds Ltd,

Please DO NOT close this window

Copyright (c) 2001 AsiaPay (HK) Limited. All rights resarved
El
|&] pone ’_’_’—é_ # Internet 4

Figure 1.nlotSafmpclaet i on page
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= |
D [ om Ppeim Dek b m
back = o= ] A et (peetn e - O AR 2R |
Fem [ e ot patodie o EiTmraor b et i 450 =/ etoe |unia ™ o -
5 |
VeriFieD AL
by VISA | wemEaAn
Added Prodectian
Fleaza st your Yerifed by Visa pasowond
Merhant 11011
At 17,35REG IS0
Dade: 034011809
Cand manbigs ===l
Personal Masaage wigal o + Jesunl
Samswart |'—
Dl e bierend’™
Submil Hils  Esd
0|
e I_I_I'_"l'fﬁlmnt—.g,
Figure 1.2 Sample issuing bank verif
After the authentication process, the authenticat

transaction process wil/ be

resul t

further contitnecadillwy

cat

i on

our
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Il ntegration Procedures
To connect to our system, you need to post the requir

get back the result by wusing data feed.

Definition of Parameters in the Integration Page

In the targeted pagesuonf oifntpelgachtdsenn denevhatcehd, t he f
(hidden or text) should be added:

Required Parametewith UTE Encoding for connect to our payment page

orderRef Text (35) Mer chant 6s Order Reference NI
amount Numbe(l12,2) The total amount yeant to charge the customer (up to 2 decimal
Remark:

mpsMode = MGRe amount should be calculated in base currel

currCode Text (3) Thecurrency of the payment:

i 3 4 AkD fi 8 4 0SD i 7 0 3GD
fi 156NY (RMB) i 3 9Py i 9 0 TWD
fi 03AUD fi 9 7 BUR i 8 2 GRP
il2aAb fa®i MOP 60®i PHP
fv64i THB 58 MYR B6®i IDR
M1®I KRW fi 6 8 AR 5 5MZD
i 7 8 AED fi 0 9 BND fi 7 0 MND
iB5&®i INR

Remark:

mpsMode = MCP, the curr@aldeshould be in base currency.

lang Text (1) The language of the payment page :
i E &nglish fi G draditional Chinese
i A 8implified Chinese i J dapanese
i T dhai fFOi French
fG0I German fROI Russian
f50i Spanish i \f ¥ietnamese
merchantld Number The merchant ID we provide to you
pMethod Text The payment type

( AV MA &t Dei rnde)rCsBa, , , PRB'A TAAYRAL", "CHINAP/
"ALIPAY", "TENPAY", "99BILL", "MEPS", "OCTGUFAY",
"ENETS", "MYCLEAROLITUP OP 0 , -GN B P'BRDFDNA",
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epMonth
epYear
cardNo

securityCode

cardHolder

failUrl

successUrl

errorUrl

payType

Number(2)
Number(4)
Text (16)
Text (4)

Text (20)

Text (300)

Text (300)

Text (300)

Text (1)
(ANO, OH

"FUIOU", "SCB", "KRUNGSRIONLINE", "KTB", "UOB", "TMB",
"IBANKING", "BPM", "GCash", "BancNet", "SMARM2GNEY
FCIMBCLIGVWECHAT A ONME@\Y & WEL ENDO
Credit card expiry m@ntandatorfpr card paymént

Credit card expiry y@aandatorfpr card paymégnt

Credit card numi§exandatorfpr card paymégnt

Credit Card Verification Qoéadatorfpr card paymegnt

-VISA: C\A(3digit)

- MasterCard: C¥(3-digit)

- JCB: CA%/(3digit)

- American Express: 4DBdidi)

Credit cardolder namenandatorfpr card paymegnt

A Web page address you want us to redirect upon the transactic
rejected by (Bor display purpose only. DO NOT use this URL to
update your system. Please use DataFeed fauiipisse.)

A Web page address you want us to redirect upon the transactic
accepted by (@iSor display purpose only. DO NOT use this URL tc
update your system. Please use DataFeed for this purpose.)

A Web pge address you want us to redirect when unexpected eri
(e.g. parameter incorr@et) display purpose only. DO NOT use thi
URL to update your system. Please use DataFeed for this purpc
The payment type:

i N dlormal Payment (Sales)

i H &lold Payment (Authorize only)

For merchants who use authorize mode, please be reminded to
CAPTURE action as soon as the transaction is confirmed as val
captured, the customer's credit card will berdebitexg bank

settlement processing. If the merchant does not capture/reverse
authorized transaction over 14 days, the credit limit will be relea:

cardholder after a time period which is subjected to card issuing

Merchant may capturefres the authorized transaction in the mer

administration site > Operation > Transaction Detail.

Remark: Hold Payment is not availaiRSfdPAYPAL, CHINAPAY,
ALIPAY, TENPAY, 99BILL, MEPS, OCTOPUS, NOVAPAY, ENE1
MYCLEAR, POUROP, UPGENETEJPOFDNA, FUIOU, SCB,
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KRUNGSRIONLINE, KTB, UOB, TMB, IBANKING, BPM, GCasl
SMARTMONEW2U, CIMBCLIGKMECHAT

Optional Parameter fimstallment
installment_service Text 1) (ATQd-9 Installment servioeicator
installment_period  Text (20) In number of months

*Mul tiple period with separa

Optional Parameter fairline data
airline_service Text 1) (ATQd—9 Airline service indicator
airline_tickdtumber Text(13 Airticket number

Optional Parameter for billing information

billingFirstName Text60 First name of customer

billingLastName Text(60) Last name of customer

billingStreetl Text(40) Address of customer

billingStreet2 Text(40) Address of customer ,ordpdatory address exceed 40
billingCity Text(50) City

billingState Text(2) Mandatory if customerds coun
billingPostalCode Text(10) Mandatory if customerds coun
billingCountry Text(2) Eg.HK

billingEmail Text(255) Email address

custiPAddress Text(15) 192.168.180.100

Optional Parameter for connect to our payment page

remark Text(50) An additional remark field that will appear in the confirmation err

transaction detail report to help you to refer the order

oriCountry Number(3) Origin Country Code
Example:
344 HKo 840i iUD
destCountry Number(3) Destination Country Code
Example:

3441 HKO 840i AUSD
secureHash Text (40) Secure hashused t@uthenticate the integrity of the transaction
information and the identity of the mdtdbaraticulated by hashing t

combination of various transaction parameters and the Secure +

*Applies to merchants who reggidtes function oflgr more
information, please refer to section 4.

timeoutValue Number TimeouValugn seconaynly for OCTOPUS payment and ranged 1
7200
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payMode

orderPhoneNo

Textp)

Text80

Payment Mode

E Eéectronic Comme(Default)
M O\l Order

i R CRecurring

=]

=]

Phone Number of order

Optional Parameter fistulti Currency Pricing (MCP)

mpsMode

multiRatelD

mpsExRate

foreigrCuriCode

foreignAmount

Text(3)

Text(12

NumberlQ4)

Text (3)
Number (12,2)

The MulCurrency Processing Service (MPS) Mode:
MCRBIi Enable MPS wdhMu | t i Priclhh@r r e ncy

For merchant wapplied MPS function

UniqudRate 1D

*Returned from API fun@it®PMultiRate Enqiry
Exchange r at e hbasecwrereynandthee
foreign currency.

*Returned from API funéit®PMultiRate Enquiiry

Foreign currency code

Calculated foreign amount

*The foreign amount should be converted from a base am
with minimum valudKD10 / MOP1i®avoidtolerance check
failure

Optional Brameter for using third partyvgllet

eWalletService

eWalletBrand

eWalletind

vcoCallid

Text
(ATO, OF
Text 10

Text

Text

EWalleservicendicator

The value of the fAeWall et Brar
i MPMasterPass i E 6 GMEX ExpressChecko
i V @ @ISA Checkout

Only Text(3) for MasterPass EWhtetVallet Indicator is returned f

wallet platform and must be passed to the payment processor/a

the financial authorization transaction.

Value ofi cicacetlirned from VISA Checkout

*  On VI$A Chezkout Direct Integoation

Optional Brameters for camhata encryption

encryptMode

encryptAlgo

encryptedData

Text

Text

Text

Encryption Mode:

WEBI For online transaction

Encryptedlgorithm:
-AES/CBC/PKCS5PadulingF or 7 WE B 0

Other customized encrypted data (For partner only)
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Parameters for
The

reqguirement to

foll owing are
sta

encoding.

ForencrytedMode is "WpRiase follow this format
cardNoppDate|cardHolf#ecurityCodeefore encryption

rt us i

Supporting
t hfeo3r p&r 2met eMerespeaeti ahbhyl
3DS 2. 0.

ng

3DbS 2.0

The

threeDSTransType

threeDSCustomerEmail

threeDSMobilePhoneCountryCode

threeDSMobilePhoneNumber

threeDSHomePhoneCountryCode

Basic Parameters

Text (2)

Text (254)

Text (3)

Text (15)

Text (3)

No

No

Transaction type.
Select the most suitable one.
fi 011Gdods/ Service Purchase
* Default value if threeDSTransType not

provided.

=13

073Check Acceptance

=13

1i0Account Funding

=13

1ilQuasiCash Transaction

=13

2i8P¢eepaid Activation and Load
The

* Strongly suggest to provide if available.

cust adiress 6 s e mai

Shall meet requirements of Section &
IETF RFC 5322.

Customer 6s mobile g

Provide if available.

Ifft hreeDSMobil ePhon

provided, fAthreeDSN

also be provided.

e. g .1 H®) Kehg

Customer 6s mobile g

Provide if available.

Ifift hreeDSMobil ePhon

ithreeDSMobil ePhone

be provided.

Cust omer &8s home phec

Provide if available.

I f AthreeDSHomePhon

provi deSiHome Pilteree Nu

also be provided.

ful fil

padrameters

ar
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threeDSHomePhoneNumber

threeDSWorkPhoneCountryCode

threeDSWorkPhoneNben

threeDSIsFirstTimeltemOrder

threeDSChallengePreference

Text (15)

Text (3)

Text (15)

Text (1)

Text(2)

No

e. g .1 Horgy Kang

Customer 6s home phea
Provide if available.

I f AthreeDSHomePhon
ithreeDSHomePhoneCcgc
beprovided.

Customer 6s work pha
Provide if available.

| f AthreeDSWor kPhon
ithreeDSWor kPhoneNu
provided.

e. g .1 HorgyKahg

Customer 6s work pha
Provide if available.

| f AthreeDSWor kPhon
ithreeDSWor kPhoneCaoa
be provided.

Flag to show if the custonmesoisiering the
item / product. i.e. purchasing the same it
product

Provide only if the payment related to purc
item / product.

A T G is the first time the customer purche
this item / product.

i F b is the NOT the first time the custom
purchases the item / product, fbisleeing.
Indicates whether a challenge is requeste
this transaction.

f010i Nopreference

* Default value if threeDSChallengePrefer
not provided.

0201 No challenge requested

03I Challenge requestbteéf{chant
preference)

f040i Challenge requested (Mandate)
f050i No challenge requested (transaction
analysis is already perforrned)

f0601 No challenge requested (Data shale
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f070i No challenge requested (strong cons
authentication is already performed)

08 No challenge requested (utilisdisthite
exemption if no challenge reqtiired)

f0Di Challenge requested (whitelist prom,
requested if challenge required)

*| Noochall enge mw@mequ
selected, the chargeback liability shift to

merchant.

Recurring InstallmenPayment Relatg@rovide only if it is a recurrihgistallmenpaymeny

threeDSRecurringFrequency Text (4)

threeDSRecurringExpiry Text (8)

Yes (Only Minimumumber of days between paymen
for e . g .I 30fdays letween payments.
recurring /

installment

payment)

Yes (Only Date after which no further payment shall
for performed.

recurring / Format: YYYYMMDD

installment e. g. 7201904010

payment)

BillingAddress Relate@Provide only if billing address is available

threeDSBIllingCountryCode Text (3)

threeDSBIllingState Text (3)

threeDSBiIllingCity Text (50)
Text (50)

threeDSBillingLinel

Yes (Only i Payment cardholder billing country.
billing Shall be the ISO 3466umeric threkgit
address is country code.
available) e . g .7 Hio3n4g4 oK oinUp, N 8 4
No Payment cardholder billing state
Should be the country subdivision code d¢
in ISO 3168.
Provide if available, as some countries do
have subdivision code.
e . BRI Piince EdwatslandbfCalifornia
Yes(Only if Payment cardholder billing city
billing e.g. AHong Kongo
address is
available)
Yes(Only if Payment cardholder bidloidyess line 1
billing

address is
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available)
Text (50) No Payment cardholder billing address line 2
threeDSBIllingLine2 Provide if available
Text (50) No Payment cardholder billing address line 3
threeDSBIllingLine3 Provide if available
threeDSBiIllingPostalCode Text (16) No Payment cardholder billing postal code

Provide if available

Shipping / Delivery Relat@fovide only if the payment requires shipping / delivery)

threeDSDeliveryTime Text (2) No The delivering time for this purchase.

=13

0i1Eectronic Delivery

=13

0i2Same day shipping

=13

0730wernight shipping

=13

Oi4Tweday or more shipping
threeDSDeliveryEmail Text (254) No The email recipient of the purchased prod
Provide only if therchased product is using
electronic delivery.
threeDSShippingDetails Text (2) No Shipping details / type.
Select the most suitable one.
OilSthi p to cardhol d.

=13

=13

072Ship to another verified address stor
merchant

073Ship® address that is different than t

=13

cardhol der és billin
0174Ship to Store / Rigk at local store (St

=13

address shall be populated in shipping ad
fields)
i 0iSDdyital goods (includes online servic

electronic gift cards eedkemption codes)

=13

Oi6Tcavel and Event tickets, not shippec

=13

0i70dher (for example, Gaming, digital
services not shippedhiedia subscriptions,
etc.)
No Shipping / delivery country.
Shall be the 1ISO 3166umetithrealigit
country code.
threeDSShippingCountryCode Text (3) e. g.iHo3n4g4 oKoinUp, (84
No Shipping / delivery state
threeDSShippingState Text (3) Should be the country subdivision code d¢
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in 1ISO 3163

e . BB Piince Edward Islari€alifornia
threeDSShippingCity Text (50) No Shipping / delivery city.

e.g. fAHong Kongo
threeDSShippingLinel Text (50) No Shipping / delivery address line 1
threeDSShippingLine2 Text (50) No Shipping / delivery address line 2

Provide (if available)
threeDSShippingLine3 Text (50) No Shipping / delivery address line 3

Provide (if available)
threeDSShippingPostalCode Text (16) No Shipping / delivery postal code

Provide (if available)
threeDSIsAddrMatch Text (1) No Flag for comparing the billing address anc

shipping address.

Provide (if available)

=13

T Bhipping address matches billing add

=13

F Shipping address NOT match billing

address

Gift Card / Prepaid Card Purchase RefRtedide only if thpurchase related to gift card / prepaid)card

threeDSGiftCardAmount Text (15) No Gift card / prepaid card purchase amount.
threeDSGiftCardCurr Text (3) No Gift card / prepaid card purchase currency
ISO 4217 threkgit currency code.

e.g.iHKB 440

threeDSGiftCardCount Text (2) No Number of gift card / prepaid card purchas

e . g .l Puicha®ig 12 gift cards
threeDSPreOrderReason Text (2) No Thepreorder reasons.

fi 071Tbe prerder is due to merchant

availability, i.e. the purchasing product is

available due to the insufficient stock in th

merchant.

fi 072Tbe prerder is for future release pro

i.e. the purchasing product is gdirg to

released on future date.
threeDSPreOrderReadyDate Text (8) No The expected ready date of thargee

Format: YYYYMMDD

e. g. 201904010

Account InfdRelatedProvide only if there is user account in merghant
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threeDSAcctCreateDate Text(8)
threeDSAcctAgelnd Text(2)
threeDSAcctLastChangeDate Text(8)
threeDSAcctLastChangelnd Text(2)
threeDSAcctPwChangeDate Text(8)
threeDSAcctPwChangelnd Text(2)
threeDSAcctPurchaseCount Text(4)

No

No

No

No

No

No

No

Date that the cardholder opened the acco

Format: YYYYMMDD

e. g. 201904010
Length of time that the cardholder ha

the account

A 01 = No acauhunt (
A 02 =duridg teisatransattion

A 03 = Less than 3¢
A 04 = 30160 days

A 05 = More than 6¢C

Date that the cardh
changed, including Billing or Shipping adc
new payment account, orusan(s) added.
Format: YYYYMMDD

e.g. NnN201904010
Length of time sinc
information was last changed, including B
Shipping address, new payment account,
user(s) added.

A OChanged during this transaction

A 02 = Less than 30
A 03 = 30160 days
A 04 = More than 6C¢C

Date that cardhol de
change or account reset.

Format: YYYYMMDD

e.g. NnN201904010

Indicates the length of time since the

cardhol der 6s accoun
account reset.

A 01 = No change

A 02 = Changed duri
A 03 = Less than 3¢
A 04 = 30160 days
A 05 = Mose than 6¢C

Number of purchases with this cardholder

account during the previous six months.
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e . g .1 Puicha3ed 13 times during the
previous six months
threeDSAcctCardProvisionAttempt Text(3) No Number of Add Cattempts in the last 24
hours.
e . gl Trigd addl card 2 times
threeDSAcctNumTransDay Text(3) No Number of transactions (successful and
abandoned) for this cardholder account as
all payment accounts in the previous 24 h
e . g Prote2sed Pansactions
threeDSAcctNumTransYear Text(3) No Number of transactions (successful and
abandoned) for this cardholder account as
all payment accounts in the previous year
e . g .1 PricésBedl 10 transactions
threeDSAcctPaymentAcctDate Text(8) No Date that the payment account was enroll
the cardhol der 6s ac
Format: YYYYMMDD
e.g. N201904010
threeDSAcctPaymentAcctind Text(2) No Indicates the length of time that the paym:

accountwas enrolledine car dho

account

A 01 = No acaupunt (

A 02 = During this

A 03 = Less than 3¢

A 04 = 30160 days

A 05 = More than 6¢C
threeDSAcctShippingAddrLastChangel Text(8) No Date when the shipping address used for

transaction was first used
Format: YYYYMMDD
e.g. N201904010

threeDSAcctShippingAddrLastChangel Text(2) No Indicates when the shipping address usec
this transaction was first used
A 01 = This transac
A 02 = Less than 3¢
A 03 dys307 60
A 04 = More than 6¢C
threeDSAcctlsShippingAcctNameSame Text(1) No Indicates if the Cardholder Name on the a

is identical to the shipping Name used for

transaction.



PesoPay PayGate Integration Guide (v3.66) Page 49

=13

T Account name identical to shipping n:
i F Account nandifferent than shipping ne

threeDSAcctlsSuspiciousAcct Text(1) No Indicates whether has experienced suspic
activity (including previous fraud) on the

cardholder account.

=13

T Buspiciouactivity has been observed

=13

F Blosuspicious activity hasrbebserved

Account Authentication InRelatedProvide only if there is user account in merghant

threeDSActAuthMethod Text(2) No Mechanism used by the Cardholder to

authenticate.

A 01 = No authentic

Al oggeaeuest)i no as

A 02 = Login to the

merchargystem usinge r csoam t 6

credentials

A 03 = Login to the

merchargystem using federated ID

A 04 = Login to the

merchargystem using issweedentials

A 05 = Login to the

merchargystem using thpdrty authenticatic

A 06 = Login to the

merchargystem using FIDO Authenticator
threeDSActAuthTimestamp Text(8) No Date and time in UdfGhe cardholder

authentication.

Format: YYYYMMDD

e.g. 201904010
threeD®ayTokenind Text(1) No Indicates that the transaction wiadkeieied

*Only provide whentdkenizetiappened

A T ®he card infodetokenized from pay

token
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Example of connecting to our gateway (Direct CIli
As different type of programming | ansgaunapglee hcaovdee dbieflfoew
written in HTML code, the requirement isetoarfeoAmRlI pos
highlighted in yell ow.

Sampl e code:

® P O

<form name="payForm" method="postiction="https://test. pesopaycom/b2cDemo/eng/dPayment/payComp.|5p
<input type="hidden" name="merchantld" value="1">

<input type="hidlen" name="amount" value="3000

<input type="hidden" name="orderRef" value="000000000006">

<input type="hidden" name="currCode" value="344" >

<inputtype="hidden" name="pMethod" value="VISA" >

<input type="hidden" name="cardNo" value="4918914107195005" >

<input type="hidden" name="securityCode" value="123" >

<input type="hidden" name="cardHolder" value="Testing" >

<input type="hidden" name="epMonth"alue="07" >

<input type="hidden" name="epYear" value=30 >

FAYLzi GRLISTHhKARRSYH yIYSTIphLIec¢cellSé gL tdsSrbbb B
<input type="hidden" name="successUrl" value="http://www.yourwebsite.com/pSuccess.jsp">

<input type="hidden" name="failUrl" value="http://www.yowebsite.com/pFail.jsp">

<input type="hidden" name="errorUrl" value="http://www.yourwebsite.com/pError.jsp">

<input type="hidden" name="lang’/alue="E">

FAY LIz G@é LIST &S ORAEI T8 vSTc nOnnmRocyynnaFBHNdTTOoCOTFlI HEF RRMO
<input type="submit" value="Pay Now">

</form>

* Al'l the source code in this document are the property of
adaptation to the code s hvoeudl b yb eAsriepPoaryt g HKt)o Lamd tepdpr cAsi aP

not have any I|iability in any | ose to the party using the

Kick Off
After the integration has been completed, it is ready to launch your e-commerce web to serve your

customers. Please copy the following TESTING URL for client post method:

https://test. pesopay .com/b2cDemo/eng/dPayment/payComp.jsp

Please copy the following PRODUCTION URL for client post method:

https://www. pesopay .com/b2c2/eng/dPayment/payComp.jsp
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2.3 Server Side Direct Connection

This connection method is for merchant to request payment authorization from bank directly through

PesoPay PayGate system and subject to approval of acquiring bank. For exampl e, mer c hant
system or mobile application can directly integrate to us. And in this connection, merchants need to

build their own payment information collection page to collect payment information, such as credit card

number, expire dat a, hol derés name and et c. Then, pa
URL provided by the acquiring bank. Customer of the

payment page.

Store selected

Client's Online . K Calculate Collect payment Message
* items in

Shop Shopping Cart the total amount information to customer

Customer Merchant Domain Server Post

PayDollar Domain

Process under PayDollar R:qmu:zi ‘ Return
Domain is hidden from —_— paymen payment
authorization
customer. message
from bank

For merchant who chooses this method of connection, 128-bit SSL cert must be installed for data

encryption. The system does not accept non-encrypted data.

PesoRa&asExt ended Validation (EV) SSL Certificate. To e
pl ease check your certificate store canSeceuroegnSiztee Ver
Pro/ Managed PKI for SSL Premium wiqutrd&Vi rCetralilf itchag eVe

intermedi ate CA certificate in your <certificate store

Pl ease download the primary and secondary Veri Sign EV

following |ink then import theeRviceronimédmtcates i nto th
http:// www. verisigancem/meap adreediiediarsa/ginndex. ht ml

(Pl ease be reminded that you should choose the opti on

We use Server Side Direct Conmactwiadn eftompaApme n2 App eicn

For the detail, pllnetaesger ateifoer eGuucied ewi (tVWa I0'l et Direct Con
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Definition of Parameters in the Integration Page
The following are the PasaMaycnas ef os icmatsegrsatnison.i ve.
typeface is correct. When a transaction is finish, t|

on the page created by merchant.

Required Parametewith UTRB Encoding for connect to our payment interface
Text (35)

orderRef Mer chant 6s Or der Ref erence Num

amount Numbefl2,2) Total amount your want to charge the customer [ Up to 2 decimal pl
Remark:
mpsMode = MGRe amount should be calculated in base currency.
currCode Text (3) The currency of the payment:
3 4 HKD 8 4 0SD
1 5 6Ny (RMB) 3 9 Y

0 3 AUD 9 7 BUR

7 0 8GD
9 0 TWD
8 2 BBP

=14
=1}
=13

=14
=1}
=13

=14
=1}
=13

lang

merchantld

pMethod

epMonth

Text (1)

Number

Text

Number(2)

fil2ard
V64 THB
1O KRW
i 7 8 AED

f4&i MOP
58 MYR
fi 6 8 AR
fi 0 9 BND

iB5®i INR

Remark:

mpsMode = MCP, the curr€aldeshould be in base currer

The language of the payment page :
fi E Bnglish

The merchant ID we provide to you
The payment card type

fWVC@i VISA Checkout

Card Payment:
(AVI SAQ,
eWallet Payment:
fALIPAYARP Alipay Global App
fALIPAZCNAPRI Alipay China App
FALIPAMKAPRI Alipay HK App

WE CAPRITWeChat Pay App

WE C H A T\WWeChadbPay QR

F R 8RS App 2 App

O C T OPQdtSpus App 2 App / QR

oDt Ot N

=]

Credit card expiry month

Bodi PHP
fB6®i IDR
A5 5MNZD
7 0 MND

=13

NGB t ed AMER®) ner so
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epYear
cardNo
cardHolder

securityCode

payType

Number(4)
Text (16)
Text (20)
Text (4)

Text (1)

Credit card expiry year

Credit card number

Credit card holder name
Credit Card Verification Code
-VISA: C\VA(3digit)

- MasterCard: C¥@digit)

- JCB: CAX/(3digit)

-American Express: 4DBdidi)
The payment type:

(ANO, ot fi N6&lormal Payment (Sales)

=1}

H &lold Payment (Authorize only)

For merchants who use authorize mode, please be reminded to per
CAPTURE action as soon as the tramssaiconfirmed as valid. Once
captured, the customer's credit card will be debited in coming bank
processing. If the merchant does not capture/reverse the authorizec
over 14 days, the credit limit will be released to the edteltwitiee

period which is subjected to card issuing bank

Merchant may capture/reverse the authorized transaction in the me

administration site > Operation > Transaction Detail.

Remark: Hold Payment is not avail&RSfdPAYPAL, CHINAPAY, ALIF
TENPAY, 99BILL, MEPS, OCTOPUS, NOVAPAY, ENETS, MYCLE#
UPOP, UPGBNETHEJPOFDNA, FUIOU, SCB, KRUNGSRIONLINE, |
UOB, TMB, IBANKING, BPM, GCash, BancNet, SMARTNMONEY
CIMBCLICRVECHADNEPAY

installment_service

installment_period

Text {) (Arad9

Number

Optional Parametéar installment
Installment serviodicator
In number of months

Optional Parameter fairline data

airline_service

airline_tickdtumber

Text ) (Afad9
Text(13

Airline service indicator

Air ticket number

billingFirstName
billingLastName
billingStreetl
billingStreet2

Optional Parameter for billing information

Text(60)
Text(60)
Text(40)
Text(40)

First name of customer
Last name of customer
Address of customer

Address of customer ,ordpndatory address exceed 40
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billingCity Text(50) City

billingState Text(2) Mandatory if customer &8s countr
billingPostalCode Text(10) Mandatoryédfu st omer 6 s country i s USA
billingCountry Text(2) Eg.HK

billingEmail Text(255) Email address

custiPAddress Text(15) 192.168.180.100

remark Text(50) An additional remark fieldatleaappear in the confirmation email and

transaction detail report to help you to refer the order
secureHash Text (40) Secure hashused t@uthenticate the integrity of the transaction infor
and the identity of the merchamtalculated by hashing the combinatis

various transaction parameters and the Secure Hash Secret.

*Applies to merchants who registered this fundéoenmatg information,

please refer to section 4.

payMode Textp) Payment Mode
fi E {Etectronic Comme(Default)
i M O\bail Order
i R CRecurring
fi R -TRetail
orderPhoneNo Text80 Phone Number of order
Parameter For 3D Transaction (Neédrtos t a | | MPIl Server Softwa
vbvTransaction Text 3D Transaction (i.e. Verified By MéSterCar8ecureCode, J/Segure

(ATo, oF AMEX SafeKey
fi T ®drue: The transaction has been gone through the VE&Rproce
performed 3DS 2Authentication.
fi F Balse: NeBD transaction without go through the VE/PA process
[ No need to send other 3D parameters/bxdepnsEd|

*Note:
Banké approval is required for3idtransactions, please contact us for
further details.
vbvCHReturnCode Number Verify Enrollment Return Code
- Set t oenmlledalud obtairtechie MPI VE Response Messa

Yo
- Set t o @antole@aluéd obtfaihed in MRl VE Response Me
i s ANO
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vbvPAReturnCode

vbvTransTime

vbvTransAuth

vbvTransgECI

Number

Text in format
(YYYYMMDD
HH:MM:SS)
Text (28)

Text (2)

- Set-106 oenfolleyatue is not avalain MPI VE Response
Message
- Keep empty / null if using 3DS 2.0.
Payer Authentication Return Code
- Set tostafudal ue bbeained in MP
- Set t o AtdudaluE obtainéd intMRIeVE Response Mess
i AO0
- Set t o AtdudalR obtainéd intMRleVE Response Mess
i No
- Otherwise et-1a@ o A
- Keep empty / null if using 3DS 2.0.
Transaction Tintieme MPI PA Response Message
If using 3DS 2.0, the receiving time of Authentication Regpemdt
Request
Cardholder Authentication VerificationO/alalue in MPI PA Respo
Message [ Must b8ase64€ncodetbrmat |
If using 3DS 2.0, the Authentication Value in Authentication Res|
Result Request
Electronic Commerce Indida@jryalue in MPI PA Response Message
ForVIA & JCRBard payment:
- For Enrolled 3D VISA card
[enrollec Y ]
- Set it to the valueeflobtained from MPI PA Response Messa
- Set i tEClvatue isinot/availabld in MPI PA Response M
- ForNotan Enrolled 3D VISA card
[enrollee: N ]
- Set it to N06O

- Ot her wi se, set it to AO070

ForMasterCanoyment:
- For Enrolled 3D MasterCard
[enrollec Y ]
- Set it to the valueetlobtained from MPI PA Response Messa
- Set i teEClvatue isindotGavailabld in MPI PA Response M
- ForNotan Enrolled 3D MasterCard
[enrollee: N ]
- Set it to A010

- Ot her wi s e, set it to NOO
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vbvCAVVAIgo

vbvXID

vbvMerchantlD

vbvAcquirerBin

vbvTransStatus

Text

Text(20)

Text

Text

Text(1)

ForOthec r edi t card payment, set i

If using 3DS 2.0, the ECI Value in Authentication Regvemsat

Request.

CAVV AlgorithoavvAlgorithrim MPI PA Response Message

Keep empty / null if using 3DS 2.0.

Transaction Identifiga, in MPl PA Response Mgs$alust contain 20

characters ]

Keep empty / null if using 3DS 2.0.

Acquiredefined Merchant Identifier)Din MPI PA Response Message

I f using 3DS 2.0, the OAcquire

Acquirer BlldcqBINin MPI PA Response Message

I f using 3DS 2.0, the OAcquire

Transaction Statasgtusin MPI PA Response Message

- Set it to the valuestituobtained froMPl PA Response Message

- Set it statayalednotiavailatlehinethe MPI PA Respor
Message

- I f using 3DS 2.0, set it to
Authentication Response 0 Tr ansacti on St a

Response.

Optional Parameter fiotulti Currency Pricing (MCP)

mpsMode

multiRatelD

mpsExRate

foreigrCuriCode

foreignAmount

Text(3)

Text(12

NumberlQ4)

Text (3)
Number (12,2)

The MuHlCurrency Processing Service (MPS) Mode:
MCRI Enable MPS wdhMu | t i Prichhgdr r e nc y

For merchant who applied MPS function

UniqudRate 1D

*Returned from API funéit®PMultiRate Enquiiry

Exchange r at e basecwrerynand theeign m
currency.

*Returned from API funéiti®PMultiRate Enquiiry

Foreign currency code

Calculated foreign amount

*The foreign amount should be converted from a base amitbur
minimum valuelKD10 / MOPid®avoidtolerance check failure

Optional Brameter for using third partygllet

e\WalletRrvice

Text

EWalleservicendicator
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eWalletBand Text10

eWalletPaymentData Text

eWallethd Text

vcoCallid Text

The val ualleBodnddc:e neWwW

i MPMasterPass i E 6 @GMEX ExpressCheckout
fi V & @ISA Checkout i S AMS USa@siing Pay
fi AP P L EApplerRay fi GO O G Gdddle P&

Retrieved EWallet data with Base64 Format

* Used for Samsung Pay

OnlyText(3jor MasterPas$\&llet The Wallet Indicator is returned by tt
wallet platform and must be passed to the peywessbr/acquirer in the
financial authorization transaction.

Value of cicatetlirned from VISA Checkout

*  On VI$A Chexkout Birect Integbation

Optional Brameters for card data encryption

encryptMode Text

encryptAlgo Text

encryptedTracklData Text

encryptedTrack2Data Text

encryptedEmvData Text

encryptedData Text

EncryptioNode:

fWERI For online transaction

fPODI For POS card present transaction

Encryptedlgorithm:
-fDEsede/CBC/PKCS5Padiirgr A POS o0
-TAES/CBC/PKCS5Padaing r A WE B 0

Encrypted card track 1 data

Formathnitialization vector I1V(1Bherypted Track 1 Data

Note: The maximum record length for Trackl Data is 79 alphanume
characterSample Trackl Data before encryption in plain text:
?6B4111111111111111"MR TEST C ABCDE
718091019681143300001 &40 ?;

Encrypted card track 2 data

Formattnitialization vector IV(1Bherypted Track 2 Data

Note: The maximum record length for Track2 Data is 40 alphanume
characterSample Track2 Data before encryption in plain text:
f41111111112111111=18091019681143884001?

Encrypted card EMa¥adread through a chip on the EMV card
Formattnitialization vector IV (1Bherypted EMV Data

Other customized encrypted data (For partner only)

For encrytedMode is "WgaBase follow this format
cardNopepDate|cardHolfbecurityCodmfore encryption
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Par ameters for

Supporting 3DS 2.0

The foll owiarrganmeteertsheespecially for 3DS 2.0. Merchant

reqguirement to

encoding.

start using 3DS 2.0. The parameters

threeDSVersion Text 10

threeDSCustomerlP  Text (45)

threeDSAresTransStati Text (1)
threeDSDsTransld Text (36)

threeDSServerTransld Text (36)

threeDSAcsTransld Text (36)

threeDSSdkTransld Text (36)

No Indicate the 3DS Version-B&tire is processed in-
payment.
* Shoul d \belramsactonm ii dse di Tic
.i Using 3DS 1.0
2.0/ i 2Usihg 3D$ 2(Bepends on the actua

=13

=13

message version used in 3DS 2.0 message)
No The customer incoming IP in IPv4 / IPv6 standarc
* Suggest to provide for all transactions, if availak
e.g. f1.12.123.2550 /
f2011: 0db8: 85a3:0101: 0
No The fitransStatuso retu
No(Mandatory if If using 3DS 2.0, provide the DS Transaction ID, |
using 3DS 2.0)  available.

No If using 3DS 2.0, provide the 3DS Server Transac
if available.

No If using 3DS 2.0, provide the ACS Transaction ID
available.

No Ifusing 3DS 2.0, provide the SDK Transaction ID,
available.

Return Parameter

src Text
prc Text
Ord Text
Holder Text
successcode Number

Ref Text

Return bank host status code

Return bank host status code

Bank Reference Number

The Holder Name of the Payment Account
Transaction Status:

07 Transaction succeeded

17 Transaction Failure

Merchant 6s Or der Reference Num

ar
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PayRef Number PesoPaPayment Reference Number
Amt Number (12,2) Transaction Amount
Cur Number (3) Transaction -BKDrrency i.e. N344
Authld Text Approval Code
TXTime Text (YY¥Y  Transaction Time
MMDD
HH:MI:SS.0)
errMsg Text Error Message
encryptedEmvRespons Text EMV DatResponstor EMV transaction only.

Initialization vector IV(1Bherypted EMV Response Data

Al'l the return parameters will be concat&nated as
Sample return string:
successcode=0&Ref=Test&PayRef=4780&Amt=1.0&Cur=344&prc=0&src=0&0rd=6697090&
Holder=edward&Authld=123456&TxTime=2003 - 10- 07 17:48:02.0&errMsg=Transaction

completed
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Example of Source Code
As different type of programmi ng jluasntg upargoep ohsaev et hdei f nfieet

connect to our payment page. To connect, we suggest vy

Sample code for server post by using java:

/I Set up the post data
String postData =
"merchantld=1&orderRef=test&amount=1&currCode=344&pMethod=VISA&epMonth=01&epYear=20
02&cardNo=4123412341234123&cardhol der=Edward&remark=test o;
/I Post to payment page
strResult = ServerPost.post(postData,
https://www. pesopay .com/b2c2/eng/directPay/payComp.j sp);
/I Extract the payment status from strResult

/I Finish

public class ServerPost

{
static public String post( String ip_postData, String ip_pageUrl)
{
try
{

String strResult =";
URL url = new URL(ip_pageUrl);

URLConnection con = url.openConnection(); //from secure site
if(con instan ceof com.sun.net.ssl.HttpsURLConnection){
((com.sun.net.ssl.HttpsURLConnection)con).setSSLSocketFactory
(SSLSocketFactory)SSLSocketFactory.getDefault());

con.setDoOutput(true);
con.setDolnput(true);
/I Set request headers for content type and length
con.setRequestProperty(
"Content - type",
"application/x - www form - urlencoded");
con.setRequestProperty(
"Content - length",
String.valueOf(ip_postData.length()));
Il Issue the POST request
OutputStream outStream = con.getOutputStream();
outStream.write(ip_postData.getBytes());
outStream.flush();
/I Read the response
InputStream inStream = con.getinputStream();
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while (true)
{
int ¢ = inStream.read();
if (c == -1)
break;

strResult = strResult + String.valueOf((char)c);

inStream.close();
outStream.close();

return strResult;

}

catch (Exception e)

{
System.out.print(e.toString());
return null;

}

* All the source code in this document are the property of AsiaPay (HK) Limited. Any use, modification
and adaptation to the code should be reported to and approved by AsiaPay (HK) Limited. AsiaPay

(HK) Limited do not have any liability in any lose to the party using the source code.

Kick Off
After the integration has been completed, it is ready to launch your e-commerce web to serve your

customers. Please copy the following TESTING URL for Direct Connect Server Post method:

https://test. pesopay .com/b2cDemo/eng/directPay/payComp.jsp

Please copy the following PRODUCTION URL for Direct Connect Server Post method:

https://www. pesopay .com/b2c2/eng/directPay/payComp.jsp
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3 Data Feed handling

atnlde i n

flreres do Pyalaya et

httielV ¢ heaamnt yeonuarbdl oemaoi rn . dciosr

fsutnoc tc roena t emea cdhatna

page (e. g.
t hfi © n cihtheommerchant administration site.

To use data feed

|l ocation of your

Definition of Parameters in the output of Data Feed

Data Feed Output

src Text Return bank host status code (secondegse refer to Appendi
for detail.
prc Text Return bank host status code (prim@hyase refer to Appendix
detail.
Ord Text(40) Bank Referenblumber
Holder Text The Holder Name of the Payment Account
successcode Number 0- succeeded; failure, Othergrror
Ref Text Mer chant 6s Order Reference
PayRef Number PesoPajPayment Reference Number
Amt Number @12) Transaction Amount
Cur Text (3) Transaction Currency i.e.
fi 3 4 AkD fi 8 4 0SD i 7 0 2GD
i 156Ny (RMB) fi 39 IPY fi 9 0 TWD
fi 0 3A8UD fi 9 7 BUR fi 8 2 GBP
i 12aAD M4&®i MOP B0 PHP
Y641 THB 581 MYR B6@i IDR
M1®I KRW fi 6 8 QAR fi 55 MZD
i 7 8 MED fi 0 9 BND fi 7 0 VND
B5@i INR
remark Text (200) A remark field for you to store additional data that will not shc
transaction web page
Authld Text Approval Code
eci Text?) ECI value (for 3D enabled Merchants)
VISA JCB / AMEX
ECI Valug Definition
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05 Both cardholder and card issuing bank
3D enabled. 3D card authentication is
successful
06 Eithecardholder or card issuing bank i
3D enrolled. 3D card authentication is
unsuccessful, in sample situations as:
1. 3D cardholder not enrolled
2. Card issuing bank is AdtSEcure reaq
07 Authentication is unsuccessful or not
attempted. Tloeedit card is either a-8Dr|
card or card issuing bank does not ha
as a 3D transaction

MasterCard
ECI Valug Definition

00 Authentication is unsuccessful or not

attempted. The credit card is eithei3®1
card or card issuing bank does rub¢ liia
as a 3D transaction
01 Either cardholder or card issuing bank
3D enrolled. 3D card authentication is
unsuccessful, in sample situations as:
1. 3D Cardholder not enrolled
2. Card issuing bank is fidtSecure reaq
02 Bothcardholder and card issuing bank
3D enabled. 3D card authentication is
successful

Remark : Empty String will be sent when the transaction is re

PesoPapayAlert.
payerAuth Text) Payer Authentication Status
Y - Card is-®secureenrolled and authentication succeeds.
N- Card is-®secure enrolled but authentication fails.
P-3-D Secure check is pending
A-Card is notB3secure enrolled yet
U- 3Dsecure check is not processed.
Ifusing 3ADS 2,@tisthed Tr ansacti on Stat.
Authentication Responser 0 Tr ansaction S
Result Response.
Y - Authentication/ Account Verification Successful
N- Not Authenticated /Account Not Verified; Transaction den|
U - Authentication/ Accountlification Could Not Be Performec
A - Attempts Processing Performed
C-Challenge Required
R - Authentication/ Account Verification Rejected
sourcelp Text (15) IP address of payer
ipCountry Text (3) Country of payer ( e.g. HK)
-if country is dwgh risk country list, an asterisk will be shown |
MY*)
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payMethod Text 10
cardlssuingCountry Text (3)
channelType Text (3)
secureHash Text (40)
AlertCode Text §0)
Merchantld Number

airline_ticketNumber Text

Payment method (e.g. VISA, MastersJCB, AMEX)

Card Issuing Country Code ( e.g. HK)

-if country is on high risk country bstieaisk will be shown (e.g.
MY*)

-if the card issuing country of credit cadeimed

it -fiwill be shown.

Please refer to Appendixigk of Country Cofte detail
Channetype:

SPCi Client Post Through Browser

DPC Direet Client Side Connection

DPS Server Side Direct Connection

SCHi Schedule Payment

DPLi Direct Payment Link Connection

MOTI MotoConnection

RTL RetailPay Connection

BPP Batch Payment Process

MOB Mobile Payment Connection

Secure hashused t@uthenticate the integrity akgponse
information and the identPesbPayt is calculated by hashing t
combination of various response parameters and the Secure

Secret.

*Applies to merchants who registeredcdtiis fonly=or more
information, please refer to section 4.
The Alert Code
e.g.RUTIP Country not match with Issuing Country
R 9-In high risk country list
The merchant Id of transaction
Air Ticket Number

Transaction time

TXxTime Text (YY¥MMDD
HH:MI:SS.0)

Additional output parameters for card information

expMonth Text (MM)

expYear Text (YYYY)

panFull Text

Expiry month of the card

*Return to approved merchant only
Expiry year of the card

*Return to approved merchant only
Encrypted PAN with AES256 encryption

*Return to approved merchant only
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panFirst6 Text §) First6 digit of card

*Return to approved merchant only
panFirst4 Text (4) First 4igit of card

*Return to approved merchant only
panLast4 Text (4) Last 4 digit of card

*Return to approved merchant only
accountHash Text Hash value of card

*Return to approved merchant only
accountHashAlgo Text Hash function of card:

SHA1

SHA256

*Return to approved merchant only

Additional output parameters for transagpimcessing with MPS VAS

mpsAmt Number @2) MPSTransaction Amount
Remark: FOMPSEnabled only.
mpsCur Text (3) MPSTransaction Currency
Remark: FOMPSEnabled only.
mpsForeigAmt Number @2) MPSTransactiofRoreigimount
Remark: FOMPSEnabled only.
mpsForeig@Cur Text (3) MPSTransactiofRoreigiCurrency
Remark: FOMPSEnabled only.
mpsRate Number @4) MPSExchange Rat&ofeign Base)

e.g. USD/HKD =7.77
Remark: FOMPSEnabled only.

Additional output parameters for transagbimctessing with SchedulePay VAS

mSchPayld Number The Master Schedule Payment Id
*For Schedule payment transaction only
dSchPayld Number TheDetail Schedule Payment Id

*For Schedule payment transaction only

Additional output parameters for transagbimtessing with MemberPay VAS

mpMemberld Text Member Id if merchant using memberPay
mpLatestStaticToken Text Encrypted static tokendfchant using static token mode of
memberPay

Additional output parameters for transagtimcessing through Third Party eWallet

isEwallet Text(1) fi T This is a transaction with Ewallet function
eWalletBrand Text ECO AMEX Express checkout

MPi MasterPass

VCGO VISA Checkout
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eWalletind Text

Only Text(3) for MasterPass EWallet, The Wallet Indicator is
the wallet platform and must be passed to the payment

processor/acquirer in the financial authorization transaction.

Additional outpuparameters for transaction processed with Promopay VAS

promotionCode Text(8);

promotionRuleCode Text(8);

promotionOriginalAmt ~ Number @12)

The promotion campaign code of transaction
*For promotion transaction only

The promotion rule code of transaction

*For promotidransaction only

The original amount of promotion

*For promotion transaction only

Additional output parameters for installment transaction

period Number
installmer®rovider Text

firstPayAmt Number
eachPayAmt Number
lastPayamt Number

The mstallment peridd Gumber of months
Theissuingdpankor providesf the installment
H A BHEng Seng Bank (Hong Kong)

B O Ci Bamkaf China (Hong Kong)

B G Bamk Central A¢iadonesia)

i WE L E Wé&Lend (Hong Kong)

o 1 S 14

=13

Thetransaction amount for first installment period

* Return only if the installment bank providing this informatior
The transaction amount for each installment period

* Return only if the installment bank providing this informatior
The transaction amount for last installment period

* Return only if the installment bank providing this informatior

Additional output parameters for transaction processed with rewards program (e.g. Hang Seng Cash

netAmtAfterRewards Number(12,2)

rewardsRedeemTotalAn Number(12,2)

rewardsRedeemType  Text

rewardsRedeemPrograr Number

rewardsRedeemCodel Text

rewardsRedeemLabell Text

rewardsRedeemAmtl  Number(12,2)

rewardsBalancel Text

TotaNet Amount affRedeenRewards Program

Total Rewards Redeem Amount

Rewards Redeem Type

fi H A BHang Seng Cash Dollar

Number of redeem programs

Return value is 1,2, or 3

First Rewards Program Redeem Program Code

* Return only when rewardsRedeemProgram return value is
First Rewards Pragn Redeem Program Label

* Return only when rewardsRedeemProgram return value is
First Rewards Program Redeem Amount

* Return only when rewardsRedeemProgram return value is
First Rewards Program Balance

Format
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Expired Rewards Balance Expired Bgteéed Balance Amount |

Rewards Balance Expired-Bat@ards Balance Amount

Example: 012%.00|01280.00

* Return only when rewardsRedeemProgram return value is
rewardsRedeemCode2 Text Second Rewards Program Redeem Program Code

* Return only when rewardsRedeemProgram return value is
rewardsRedeemLabel2 Text Second Rewards Program Redeem Program Label

* Return only whenvardsRedeemProgram return value is 2 o1
rewardsRedeemAmt2  Number (12,2) Second Rewards Program Redeem Amount

* Return only when rewardsRedeemProgram return value is
rewardsBalance2 Text Second Rewards Program Balance

Format

Expired Rewards Balance Expired Bgiged Balance Amount |

Rewards Balance Expired- Bat@ards Balance Amount

Example: 0129.00]01280.00

* Return only when rewardsRedeemProgram return value is
rewardsRedeemCode3 Text Third Rewards PremgrRedeem Program Code

* Return only when rewardsRedeemProgram return value is
rewardsRedeemLabel3 Text Third Rewards Program Redeem Program Label

* Return only when rewardsRedeemProgram return value is
rewardsRedeemAmt3  Number(12,2) Third Rewards Program Redeem Amount

* Return only when rewardsRedeemProgram return value is
rewardsBalance3 Text Third Rewards Program Balance

Format

Expired Rewards Balance Expired Bgteéed Balance Amount |

Rewards Balance Expired Bat@ards Balance Amount

Example: 012%.00|01280.00

* Return only when rewardsRedeemProgram return value is
threeDSVersion Text 10 Indicate the 3DS Version-B&tire is processed in this paymer

f ioNon 3D

.0i Using 3DS 1.0

=13

=14

2.® i 2Uskhg 3D$ 2(Bepends on the actual message

version used in 3DS 2.0 message)

The data feed page must meet the following requiremer
- Prigakb 6n HTML when data captured (ACK message)
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- Make Sure to Print 60KG&6 for acknowl eddge ytoa ro usry sstyesnt

process, i f somet hing wrong with vyour system pr oce
problem) you can send a void request to our system,
guide and contact our technical staff.

Pl ease notstttemaobonti yessspports either port 80 (HTTP) or

|l ocation. And make sure the data feed page | ocation i
the data feed page.

* Since the system willgerdaoad fthemwiohae dDKD ftoedeparm
feed) message is delivered or not, if this word does
data feed is | ost.
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Data Feed Setup
Merchant can enable or disable the data feed function in the merchant administration site > Profile >

Payment Options.

Sample Data Feed Page

The

following is a sample data feed page in

<%@ page language="java" %>

<%

the

then

your

%>

String successCode = request.getParameter("successcode");
String payRef = request.getParameter("PayRef");

String Ref = request.getParameter("Ref");

/I Print out 'OK" to notify us you have received the payment result
out.print("OK");

if ( successCode.equals("0"))

{

else

/I Transaction Accepted
/[ *** Add t he Security Control here, to check the currency, amount with

/'l *** merchantds order reference from your

/I *** accepted otherwise rejected the transaction.

/I Update your database for Transaction Accepted and send email or notify

/I customer.

/l'In case if your database or your system got problem, you can send a
void transaction request. See API guide for more details

/I Transaction Rejected
/I Update your database for Transaction Rejected

JSP.

dat abase,
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The following is a

<%@ Language = "VBScript" %>
<%

Dim successCode

Dim payRef
Dim Ref

sampl e dat a

successCode =  Request.Form("successcode")

payRef = Request.Form("PayRef")
Ref = Request.Form("Ref")

' Print out 'OK' to notify us you have received the payment result

Response.write("OK")

If successCode ="0" Then

' Transaction Accepted

feed page in ASP.

' *xx Add the Security Control here, to check the currency, amount with the

*** merchantds

order

' *x* accepted otherwise rejected the transaction

reference from your

' Update your database for Transaction Accepted and

' customer.

send email or notify your

' In case if your database or your system got problem, you can send a void

' transaction request. See API guide for more details

Else

' Transaction Rejected

' Update your database for Transaction Re

%>

jected

database,

if

t

he
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4 Transaction security by Secure Hash

Introduction
The purpesearef dashb enhance the transaction message cC(
mer chant PestoePaagyd empl oying this techoomagy,onthhedinth

identity of the signatory can be authenticated with i

Basic flow of Secure Hash

Merchant Site PayDollar

Verified Transaction
information

Y
Transaction information
(Merchant Id, Currency

Code, Amount, Secure
Hash Secret, etc)
Message Digest Message Digest
(Re-calculated) (Original)
A A
SHA-1
SHA-1
v
Message Digest
Transaction information
A
__| Transaction information
Pass to o
PayDollar
Message Digest
1. For all transaction requessoPasgdclremhmeakcbebbat ddbe
anddded the tr anstaoc taiuotnh ernetgiuceastte t he i ntegrity of ¢t
the identity of the merchant.

2. The secure hash is calculated by hasllbirngs2HiABea f ol | o
cryptographtctibasbffindustry standard.
- Merchant 1D
- Merchant Reference Number
- Currency Code
- Amount
- Payment Type
- Secure HadAsSegnfds ®Raoy merchant .
3. When the transact i oPne sroecRgayeetdhtei ans bgecompdaseéeawr ¢ he
hash submitted by mer chamal canlda ttehde bsye coutrhee rhfaisrbputie p

values are the same, existing payment flow wild.l fo
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droppPecdomay | sa&mdemmainlotti fy tthher anegh htama oper ati on ¢
4, After the transaPcetsioofmyils ceomp |l eutteddat afeed to merch.

will also be calculated by hashilmng tSHH&6 f ol |l owi ng pa

- Src

- Prec

- Success Code

- Merchant Reference Number

- PesoMRaeyf erence Number

- Currency Code

- Amount

- Payer Authentication Status

- Secure Hash Secret

5. After receiving the datafeed, mer chant i's suggeste

secure hastPemodMagd tbhye s e ccuarlec uhlaassthe d eby ot her respon
I f t he v al uneast cdhoeeds,n t he dat af eedvimady nhawvwe bedn rtexcrmpe

and you are suggested to do further investigation b

Client library provided by PesoPay
Client |ibrarPesioR® apya oivti deeals édoyur e hash generation and
l¢supports common programming | anguage including Java,

funcdalohsupperted.

Functions Parameters Descriptions

generateSecureHasl| Input Create a secure hash using the ir
- Merchant ID parameters and Secure Hash Se

- Merchant Reference Number

- Currency Code (The result secure hash should b
- Amount included in the payment paramet
- Payment Type send té’esoPay

- Secure Hash Secret

Output
- Secure Hash String
verifyDatafeed Input Verify the parameters passed froi
- Src PesoPaysing input parameters a
- Prc Secure Hash Secret.

- Success Code
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- Merchant Reference Number
- PesoPafReference Number

- Currency Code

- Amount

- Payer Authentication Status
- Secure Hash Secret

- Secure Hash frétasoPay

Output
- True/False

(If the result of the output is true,
verified that the result is sent fron
PesoPawgnd it is safe to trust the
resut.)

0o a

mar

al

*Pl ease PlesgiMeytcohant Administration Tools and downl
under SAIppwoetoper Corner.
Generating and verifying Secure Hash manually
Mer chant may al so generate and verify secure hash
byesoPaVhe following diagrams | ist out the exact
Generate Secure Hash
1. Create the signing data string.
Signing data striihg = Merchant RBference +
Amount + A|] o6 + Payment Type + fA] 0 + Secure |
2. Secure HSHARr=S2HBAHSi gning data string)

*SHA i s the -birtghnaah( deaf@iacutlito)n

Exampl e of Secure Hash Secret

gMAVI EGVpgHVvXxoNEgqbr ZRuBDFT1BOi

Example of Signing data stri

56100908 1280204670187 | 344] 10|

Exampl e of Secure Hash

ng

c W

N| g MAVI EGVpqgHV X

13068c0ef 09139ea711d36bdel6785a2d30b9a30

g (
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Verifying SecuesoRaghaf e edn

1. Create the verify data string.
Verify data string = Src + A] 06 + Prc + A] O
i|l PesoMmaeyf erence Number + #A|] 06 + Currency Co
Aut henticati on uSteatHuass h+ Sfelcr et Sec

2. Verify SecHAM/ HSBBG¥eri fy data string)
Extract the s&®&eso®&altasfh efdr.om

4, Compare the output from step 2 and step 3.

*SHA is the bitghamh(déPaul t)

Enable Secure Hash function of your merchant account

a) Pl ease RontBaey vi ce Despearvtipmeen@.padymt o enabl e the Secu

function of your merchant account.

b) You may retrieve the Secure Hash Secret of the merc
Admini str at fPono dAN iPtaeeyrnieancte ,| mThem&eicane Hash Secret m
keptaf ebshfeunctt o ome effective.

c) The Secure Hadhbeechatngwid every 2 years to enhance

d Once this function is enabled, a valid Seqgque®t $iash
Al | transaction without valPes@&Rzwyre Hash wil]l be d

e) You may downilloraar |l wietnh dampl e code under,

PesoMey chant Admi nASupphADbenelToples Corner.


mailto:service@paydollar.com
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5 Multi-Currency Processing Service

Introduction

PesomM®aMulQuirrency ProcesPsSiirsg aSieri mipoagg mMaMedt eansacti on
proceseirngce that allows your online busimeesxg edfi tany
card payments sctagedm ol ders and offer them the choice t
services in their billing curredcy orwhirlasitsamern omant

currency.

Mu FQuir r ency Pr oce sPSSipmgpvSdarewsi caenr(ed di fferent modes as

p>3

Si mple Currency Conversion (SCP)
Mu FQuir r ePrrd y( iMCdP )

p>3

A Dynamic Currency Conversion (DCC)

Mu FQuir r ency Pr o cee sBH faciitates enerehant to connect to our network with great

flexibility. Merchant can choose the following integration method.

- Client Post through Browser (e.g. Shopping Cart)

Definition

AForeign Cmagamresxnctylbba@enonency tfhoer Pwhoigrcham is avail abl e
mer chant from time to time supported and advised by A
fiBas@urremewms the curr emecryc hianntwhiisc hs etthtel ed f or paymen
acquirer.

AConversi onneaRatddhe foreign currency exchange rate del
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Simple Currency Conversion (SCP)
Cenwae v &idapra yande@hPt)
t ot isneeciutrred dyr ch cpreegovhe mrseead § r ovingd tho me r s

Si mple Currency processing service t

online business

foredwmrenmi ey wltiidrfeg atghem t o pay for gpoudsr edred rseedr vi c e

curreMrcd, your baentnteswse ewlalnecti baededrl reenemny.s u a l

Simple Currency Conversionc@uUSCR)hawi Iplo sctoendv ebryt ntehrec hfaonr
base currencwccobrmémghamt t he conversion rate obtainec
provider. After that, the foreinge amotentw, | babdbe amownt
PesoBayayment input page.

Transaction FIl ow

Mer chant PesoRaWwRrSCP) Exchange

Mer c meerbts i t e p Provider

A 4

] Convert from for
g base currengd

foreign curm Provide the

U SIM B

e.g. USD e. 9. e.g. USD/RM

A 4

Mer chant Acquiring

Mer chant set

P Process paymen
base curren| base curren
e.g. RMB

e.g. RMB
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Simple Currency Conversion (SCP) Sample Transaction Screen

Payment Amount Conversion and Account Input Page:

VISA

Please fill in the credit card information:

Merchant : KimTest RMB
Original Amount : UsD 10.00
Payment Amount : RMB 75.64

(Today's Exchangs Rate iz
1 USD = 7.5536 RMB)

Card Number : |49189141UT195005

Expiry Date (mmlyyyy) : or VI;‘ 2015 VI

( Submit ) ( Cancal )

in using your credit card for tranzactions wia PayDollar.
*|f you have already regizstered Verified By VISA,

vou will be required to provide your correzponding password
after cenfirmation ag requested by your izguing bank.

s PayDollar Fayment Service “ -f/l

Name as shown on credit card : |Test Card

Card Verification Number : EI )
Merchant Reference No. : Test
Transaction IP : 192.168.77.10

Hote: 4= certain credit card-issuing banks might not yet be ready
for Internet transaction, pleaze contact vour card-iz=suing bank for any problemsz

Verified by
VISA
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Payment Result Page:

-

Payment Result

Your payment transaction is completed

Merchant : KirmTest RMB
Criginal Amount : LISD 10.00
Payment Amount : RMB 75.64

{Teday's Exchange Rate iz
1 USD = 7.5538 RMB)

Payment method : WVISA

Card Mumber : 4918 - === - 0719 - 5005
Expiry Date (mm/fyy) : 07 72015

Name as shown on credit card : Test Card

Merchant Reference Mo. : Test

Transaction IP : 192 168.77 .10
Payment Reference No. : 000000607019

Mote: This transaction will be recorded in
wour bank { credit card account statement
as with merchant name "ASIAPAY [HK) LTD"

Please contact your merchant * "KimTest RMB”
" for any order and delivery queries.

(Lcomme ) (e )

Copyright (c) 2010 AsiaPay Limited. All rights reserved
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Multi Currency Pricing (MCP)

Mu FQuir r ePrd Yo IMCgP sv @l u e dapdady ment processing service that
business to sectuirned ycraecccietptc arcthdpagmentsasd ofmmyg s whi | e
them the choice to paiymdmechamnte dis a saend tylsvea rvli ccveisd e
curriemmx (e..g.AndUSD)your clomgitmaseldaercti nsébbclac¢arsenmtr rency

usual
Mu FQuir r ePrdyiMCgw) | | transtateéehby paseed by merchant t |

worl dwi deacouaoreiney to theecohhatsi onstamer Afh select

currehoci epayment

Transaction FIl ow

Custom

1.Customers se
preferred cu 3.Customer @6Fec
shopping foreign curre
e. g. e.g. SGD17.0
Base currenc
Selected cur
y \ 4
v o

Mer chant

2.Merchant geébs
foreign excha
the selected

7.Bank stertandeasct MPEx_change Re
merchant in b 4. Merchant subm Enqui raynpAPRlce
foreign curre
e. HKD e. g.
Base amount : H

Foreign SaGinlurn. e. gHKEF 0.1705

Exchange rate
1HKD 0.1705 S|C

A 4 \ 4

A

Acquirin 5.Process pay PesoPay
< foreiugmency (MP-MCP)

e..§GD 17.05

6.Process payme
scheme in for
currency

e..§GD 17.05

A 4 y

FX by B CarXc hem
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MCP Cal cul ati on

Pesomay | prfoPdiod enearnc hant to integratMPSith their
Exchang&nBaARly i s eseudi fyrexchaageut ateoanof MCP
f or aimprin The cal cul ation of the MCP amounts wil/
PesoPayhe corurngdt fmirnawhigtlovidedncy

Rounding

Rate response masmarggisnedohdrm@dingn exchange rate wit
Mer chwaintl use this rate to.Mealcdwlnalt et athe MCPoamiooumft st |
minor unit per currency whea&moundl cduwll &t iupg wtihd ME@P uasmedaud

- ExampTwa minor unit currencies
For exchaHHKBO.ragE&@R 1
HKD 3 E&UR6. 10 (Before 3R60.undG ng, EUR
For exchah B0 1r3ast 4eC ALD
HKB45 CAB.O09 (Before 4R0.undd ng, CAD

- ExampZero Minor wunit currency
For exchaHHfPBPl3I2at3F4 A0KRW
HKODOOKRW 2 34

Rates Expiry

Rate response messages contain an expiry time. F
ti mMeh.e transacti on PwislolPdytMChPeef at eed hiAyhereX pirreed
mer chant should make the rate enquiiynwgegsesyi binme
instead of storing the rate | ocally.

Tol erance Check

Pesomblmawy rate tol ereavneiV&gPc h ¢ alntsmrcmdlken sure t hat al
MCP transaction only wil/ be processed within an
|l atest wmachiamgeThatttsansacti onPewsdRdyweheefekbéeéedn
check fails.



PesoPay PayGate Integration Guide (v3.66) Page 81

Multi-Currency Pricing (MCP) Sample Transaction Screen

Payment Method Selection Page:

“ou are now connected to

PAYDOLLAR PAYMENT
SERVICE

8 Securs Authenticated Merchant

“ou are now connected to a secure payment site operated by
PayDollar.com . Your payment details will be securely transmitted to the
Bank. Card and Payment Companies for transaction authorisation using up
to 256-bit SSL encryption

BOCHK MCP 01

Select your payment method by clicking on the logo below:

Pay By Credit and Debit Card

VIsA @2
-

Copyright © 2014 AsiaPay Limited. All rights reserved.

Payment Account Input Page: Payment Result Page:

VISA

Payment Result

Transaction Infarmation
Your payment transaction is completed

Merchant : BOCHK MCP 01
. Merchant : BOCHK MCP 01
Merchant Reference No. : Test Amount | SGD 17.05
Amount : SGD 17.05 Payment method : WISA
Card Number : w5008
Transaction IP : 192.168.77.10 Expiry Date (mmlyyyy) : [
Name as shown on credit card : ap test
Please fill in the card information Merchant Reference No. : Test
Transaction IP : 192.168.77.10
. 706
Card Number - | Payment Reference No. : 000001706239
Expiry Date (mm/yyyy) : - |-
Name as shown on card : | _
Please contact your merchant * BOCHK MCP 01 " for any order and delivery
Card Verification Number : queries

( contrwe ) pim )

( Submit ) ( Cancel )

Note: 4= certain card-issuing banks might not yet be ready E
for Internet transaction, please contact vour card-i2suing bank for any problems

in using your card for tranzactions via PayDollar. Copyright © 2014 AsiaPay Limited. All rights reserved

Copyright © 2014 AsiaPay Limited. All rights reserved
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Dynamic Currency Conversion (DCC)
Dynamic Currency Cenuev &ldapea yanBe@hG) pr ocessing service

online business t ot isneec ucrreeldyi ta cccaeopote pracgagie nt sist oomr s wh
of fetghem the choice to pay froerr cghoaondtsc ubaanseenrce r vi ces i n
cardhol dercdug rleemdehi s payment process allows the merch

transactcandhaol ¢ éceudrsr ehnocnye.
Dynamic Currency Conversionc(¢gbDCE€pmpawi pbstednblamer than
cardhdhadmeeur raccwmgdit o the conversion rate. After that

t heurrehoir epayment

Transaction FIl ow

Mer chant PesoRaCC) Exchange R

Merchant websi|te price‘iaonvert from bdse cul Provider

base currenly cardhohame dsurffency "| provide the F ra
e.g. RMB/ USD

Customer requireswhiocls
(

el e
supported currencies RMB or U
to

e.g. Customer selects
A 4
Mer chant Acquiring
Bank settl es t‘ransactlon Igroocess paymenfkt to bank in
merchant in balse cur4‘en:y?ardhor“'d“'m0(Bur ency
e. g. RMB e. g. UusbD

A 4

FX PgsoPd
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Dynamic Currency Conversion (DCC) Sample Transaction Screen

DCC Selection Page:

VISA

This payment can be made in your own currency, using today's exchange

rate.
FX RATE* AED/HKD 0.4880

Please select your transaction currency

* Pay in your home currency AED 48.80
Exchange
margin
FEXCO.

" Pay in HKD 100.00
Exchange will
censultation. Can

nined by your credit card issusr st 2 lster
cheoice is finsl.

f 0.488 is based on REUTERS WHOLESALE INTERBANK plus & standard
tional margin. Csrdholder choice is finsl. The DCC service is provid by

date without furthur

THIS RECEIFT COMPLIES WITH VISA RULES AND THE SERVICE IS FROVIDED BY

SERVICE FROVIDER.
I'"VE BEEN OFFERED CHOICE OF CURRENCIES INCLUDING HKD.
“INCL THREE FT. ZERO ZERC FERCENT OVER WHOLESALE RATE.

( Cancel ) ( Submit )

Copyright (c) 2010 AsiaPay Limited. All rights reserved

Payment Result Page:
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Payment Result

Your payment transaction is completed

Merchant : KimTest BOCHK
Original Amount : HKD 100.00

FX. Rate : 1 HKD = 0.488 AED
Transaction Amount : AED 48.80
Payment method : VISA

Card Number : A kewR L ws 0009
Expiry Date (mmi/yy) : il

Name as shown on credit card : Test Card
lMerchant Reference No. : Test

Transaction IP : 192.168.77.10
Payment Reference No. : 000000987771

The cardhelder has chozen to pay in AED.
The exchange rate of 0.438 iz bazed on REUTERS WHOLESALE INTERBANK exchange
rate plus a8 THREE PT. ZERO ZERO percent standard international margin
Cardhelder choice iz final. The DCC service iz provided by FEXCO.

Please print and retain for your records

Mote: This transaction will be recorded in your bank / credit card account
statement as with merchant name "

Please contact your merchant " KimTest BOCHK " for any order and delivery
queries

( coniue ) (( Print )

S

Copyright (c) 2010 AsiaPay Limited_ All rights reserved
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6 Functions of Merchant API

Introduction of API functions

Thereownakly four functions provided:
- Capture Authorized Payment

- Void Accepted Payment

- Request Refund Accepted Payment

- Query P&dYmduts

To connect to our system, you need to post the requi
mer c hAaPrivte b page and then get back the processing resu
by sesrivdeer ht ml post .

- URL of HEatfagm:
httpspésdopaam/ b2cDemo/ eng/ merchant/ api/ order Api

- URL of Production Pl atfor m:
https:ple/lswowe@aoym/ b2c2/ eng/ merchant/ api/ order Api . j sp

Beside, ARl sgt nof D and password wil/| be assigned to yc

this APl function. And it can be obtainedacftrous .us by


https://test.paydollar.com/b2cDemo/eng/merchant/api/orderApi.jsp
https://www.paydollar.com/b2c2/eng/merchant/api/orderApi.jsp
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Capture Authorized Payment

The aim of this function is to capture the authorized

Definition of Parameters in the Integration Page

Parameters Data Type | Expected | Descriptions
(Required Fields are in

Bold typeface)
*Case Sensitive

Input merchantld Number The merchant ID we provide
loginid Text (30) The loginld of merchant API
password Text (15) The password of merchant API
actionType i Ca pt t The action type
payRef Text (35) Payment Reference Number
amount Number The amount you want to capture (mt
(12,2) less than or equal to the original am
Return resultCode Number { A€ 0 } ¢ 0-Request Successfully

-17 Request Failed

orderStatus Text(20) The newrder status after successfull
request
ref Text Mer chant 6s Order
payRef Number PesoPatransaction reference
amt Number Transaction Amt
122
cur Number (3) Transaction Currency
i 3 4 AKD i 8 4 0SD
fi 1 5 GNY(RMB) i 3 9 IPY¥
i 0 3 AUD i 9 7 BUR
i l2aAD 41 MOP
V64 THB 581 MYR
11®i KRW i 6 8 AR
i 7 8 MAED i 0 9 BND
85®i INR i 7 0 3GD
i 8 2 BBP fi 9 0 TWD
0D PHP B6®i IDR
fi 55 MZD i 7 0 UND

errMsg Text Error Message
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netAmtAfterRewards  Number(12
2)

rewardsRedeemTotalA Number(12
2)

rewardsRedeemType Text

rewardsRedeemProgra Number

rewardsRedeemCodel Text

rewardsRedeemLabell Text

rewardsRedeemAmtl Number(12
2)

rewardsBalancel Text

rewardsRedeemCode2 Text

Additional output parameters for transaction processed with rewards program (e.g. Hang Seng Cash Do

Total Net Amount after Redeem Rew
Program

Total Rewards Redeem Amount

Rewards Redeem Type

fi H A BHEang Seng Cash Dollar
Number of redeem programs
Return value is 1,2, or 3

First Rewards Program Redeem Prc
Code

* Return only when
rewardsRedeemProgram return valt
1,20r3

First Rewards Program Redeem Prc
Label

* Return only when
rewardsRedeemProgram return valc
1,20r3

First Rewards Program Redeem Am
* Return only when
rewardsRedeemProgram return valt
1,20r3

First Rewards Program Balance
Format

Expired Rewards Balance Expired C
Expired Balance Amount | Rewards
Balance Expired D&ewards Balance
Amount

Example: 0129.00]01280.00

* Return only when
rewardsRedeemProgram return valt
1,20r3

SecondRewards Program Redeem
Program Code

* Return only when

rewardsRedeemProgram return valt
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rewardsRedeemLabel2 Text

rewardsRedeemAmt2 Number
(12,2)

rewardsBalance2 Text

rewardsRedeemCode3 Text

rewardsRedeemLabel3 Text

rewardsRedeemAmt3  Number(12
2)

rewardsBalance3 Text

or3

Second Rewards Program Redeem
Program Label

* Return only when
rewardsRedeemProgram return valt
or3

Second Rewards Program Redeem
Amount

* Return only when
rewardsRedeemProgram return valt
or3

Second Rewards Program Balance
Format

Expired Rewards Balance Expired C
Expired Balance Amount | Rewards
Balance Expired D&ewards Balance
Amount

Example: 012%.00|01280.00

* Return only when
rewardsRedeemProgram return valt
or3

ThirdRewards Program Redeem Pro
Code

* Return only when
rewardsRedeemProgram return valt
Third Rewards Program Redeem Pr
Label

* Return only when
rewardsRedeemProgram return valu
Third Rewards Program Redeem An
* Return only when
rewardsRedeemProgram return valu
Third Rewards Program Balance
Format

Expired Rewards Balance Expired C
Expired Balance Amount | Rewards
Balance Expired D&ewards Balance

Amount
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Al

Sampl e

t he

return

return

stri

Example: 01:29.00|01280.00

* Return only when

rewardsRedeemProgram return valt

parameters

ng:

wi ||

be

concat&nated

resultCode=0&orderStatus=Accepted&ref=Test&payRef=4780&amt=1.0&cur=344&errM

sg=Capture Successfully.

Void Accepted Payment

The

our

settl ement

aiimsofumdtti on i s

ti me.

t

o void t

he

Definition of Parameters in the Integration Page

Input

/Return

Input

Return

Parameters

(Required Fields a
in Bold typeface)

*Case Sensitive
merchantld

loginid
password
actionType
payRef

resultCode

orderStatus
ref

payRef

amt

cur

Data Type

Number
Text (30)
Text (15)

Text(35)

Number

Text(20)
Text
Number
Number @12)
Number (3)

Expected | Descriptions

accepted

as

payment

The merchant ID we provide to you

The loginld of using merchant API

The password of using merchant API

The action type

Payment Reference Number

0- Request Successfully

-17 Request Failed

The new order status after successfully r

Mer chant 6s

PesoPatransaction reference

Transaction Amt

Transaction Currency

3 4 AKD

=1

=1

0 3 AUD
il2aerd
V64 THB
1O KRW
i 7 8 AED
iB5@®i INR

=14

1 5 GNY (RMB)

8 4 OSD
3 9 Y
9 7 BUR
M4ei MOP
M58 MYR
6 8 AR
0 9 BND
7 0 8GD

ot

=14

! S 14

=14

Or der R

i n

bef
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i 8 2 GRP i 9 0 TWD
6081 PHP B6@i IDR
5 5MZD i 7 0 VIND

errMsg Text Error Message
Al'l the return parameters will be concat&nated as
Sample return string:
resultCode=0&orderStatus=Voided&ref=Test&payRef=4780&amt=1.0&cur=344&errMsg
=Void Successfully.
Request Refund for Accepted Payment
Thaim of this function is to request refund for

Definition of Parameters in the Integration Page

Parameters
(Required
Fields are in
Bold typeface
*Case Sensitive

Input
/Return

Data Type

Expected Value

Descriptions

accep

Input merchantld Number The merchant ID we provide to you
loginid Text (30) The loginld of using merchant API
password Text (15) The password of using merchant API
actionType i Re g u e s 1 The action type
payRef Text (35) PaymerRReference Number

(Optional amount Numbefl12,2) The amount you wanefandmust be

Input) less than or equal to the original amo

Return resultCode Number {n@o6} o 0- Request Successfully

-17 Request Failed
orderStatus  Text(20) Thenew order status after successfull
request
ref Text Mer chant 6s Order
payRef Number PesoPatransaction reference
amt Number @2) Transaction Amt
cur Number (3) Transaction Currency

oDt D

1

3 4 MKD
1 5 GN)Y(RMB)
0 3 AUD

8 4 0SD
n3 9Py
9 7 BUR

1
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i l2aAD 4@ MOP
V64 THB 1581 MYR
M1®1 KRW fi 6 8 QAR
i 7 8 MED fi 0 9 BND
B5®i INR 7 03GD
fi 8 2 GBP fi 9 0 TWD
0 PHP B6®i IDR
i 55 MAD i 7 0 MND
errMsg Text Error Message
All the return parameters wil/ be concat&nated as in

Sample return string:
resultCode=0&orderStatus=RequestRefund&ref=Test&payRef=4780&amt=1.0&cur=344

&errMsg=Request successfully and we w ill process it later.

Query payment status
The aim of this function is to query the payment stat

Number or Payment Reference Number with XML

Definition of Parameters in the Integration Page

Input Parameters Data Type Descriptions
/Return (Required Fields are in
Bold typeface)
*Case Sensitive
Input merchantld Number The merchant ID we provide to you
loginld Text (30) The loginld of using merchant API
password Text (15) Thepassword of using merchant API
actionType fi Qu e The action type
(Coditional) orderRef Text (35) Merchant Reference Number
(Coditional) payRef Text (35) Payment Reference Number
Return orderStatus Text(20) The new order status afiecessfully request
ref Text Merchant 6s Order Refere
payRef Number PesoPatransaction reference
mpsMode Text(3) The Multi Currency Processing Service (MPS) Moc

fNILoor not provideDisable MPS (No currency
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amt

cur

prc
src

ord
holder
sourcelp

ipCountry

payMethod

cardlssuingCountry

airline_ticketNumber
errMsg

txTime

Number
(122
Number (3)

Text
Text
Text
Text
Text (15)
Text (3)

Text 10
Text (3)

Text
Text
Text (YY¥Y

conversion)

fSCRI Enable MPS wiimple Curren€yo n v e r ¢
fDC@i Enable MPS wiitynamic Currency Convessi
MCRI Enable MPS wéhMu | t i Pricthgdr r e n

Transaction Amt

Transaction Currency i.e.

i 3 4 KD i 8 4 0SD
A l5%6NY (RMB) i 3 9PY¥

i 0 3A8UD A9 7 BUR
il2erd M4®i MOP
V64 THB 587 MYR
M1®7T KRW N6 8 3AR
7 8AMED i 0 9 BND
rB5@1 INR i 7 03GD
i 8 2 GBP i 9 0 TvwD
o0& PHP fB6@i IDR

i 55 MKzZD i 7 0 VND

Primary response code

Secondary response code

Bank Reference Number

The Holder Name of the Payment Account

IP address phyer

Country of payer ( e.g. HK)

- if country is on high risk country list, an asterisk w
shown (e.g. MY¥*)

Payment method (e.g. VISA, Master, JCB, AMEX)
Card Issuingountry Code ( e.g. HK)

-if country is on high risk country list, an asterisk w
shown (e.g. MY*)

- if the card issuing country of credit cadimed

i} -fiwill be shown.

Please refer to Appendixigt of Country Cofte detail

Air Ticket Number
Error Message

transaction time
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MMDD
HH:MI:SS.C
)
successcode Number 0- succeeded:; failure, Otherserror
*Only r et urAcceptadl Authdrizebe r
ifRej ectedo
remark Text (200) A remark field for you to store additional data that v
show on the transaction web page
authld Text Approval Code
eci Textd) ECI value (for 3D enabled Merchants)
VISA/JCB / AMEX
ECI Value Definition
05 Both cardholder and card issuing bank
3D enabled. 3D card authentication is
successful
06 Either cardholder or card issuing bank
3D enrolled. 3D card authentication is
unsuccessful, in sample situations as:
1. 3Dcardholder not enrolled
2. Card issuing bank is fidiScure rea
07 Authentication is unsuccessful or not
attempted. The credit card is eithei3®1
card or card issuing bank does not ha
as a 3D transaction
MasterCard
ECI Valug Definition
00 Authentication is unsuccessful or not
attempted. The credit card is eithei3®1]
card or card issuing bank does not ha
as a 3D transaction
01 Either cardholder or card issuing bank
3D enrolled. 3D card authentication is
unsiccessful, in sample situations as:
1. 3D Cardholder not enrolled
2. Card issuing bank is AgtSecure reag
02 Both cardholder and card issuing bank
3D enabled. 3D card authentication is
successful
RemarkString valu@ulbwill be sent when the transa
is rejected BBesoPaPayAlerdr the transaction ddestr
has ECI value
payerAuth Text 1) Payer Authentication Status

Y - Card is-®secure enrolled and authentication
succeeds.

N- Card is-®secureenrolled but authentication fails.
P-3-D Secure check is pending

A- Card is notBsecure enrolled yet

U- 3Dsecure check is not processed.
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channelType Text (3)
Merchantld Number
alertCode Text 50)

expMonth Text (MM)
expYear Text (YYYY
panFirst6 Text §)
panFull Text
panFirst6é Text §)
panFirst4 Text (4)
panLast4 Text (4)
accountHash Text
accountHashAlgo Text

mpsAmt

mpLCur

Number
(122
Text (3)

Channetype:

SPCi Client Post Through Browser
DPC Direct Client Si@ennection

DPS/ Server Side Direct Connection
SCHi Schedule Payment

DPLI Direct Payment Link Connection
MOTI Moto Connection

RTL RetailPay Connection

BPP Batch Payment Process

MOB Mobile Payment Connection
Themerchant Id of transaction

The Alert Code

e.g.R141IP Country not match with Issuing Country

R 9-In high risk country list
Additional output parameters &ard information

Expiry month of the card

*Return to approved merchant only
Expiry year of the card

*Return to approved merchant only
First6 digit of card

*Return to approved merchant only
Encrypted PAN with AES256 encryption
*Return to approved merchant only
First6 digit of card

*Return to approved merchant only
First 4 digit of card

*Return to approved merchant only
Last 4 digit of card

*Return tapproved merchant only
Hash value of card

*Return to approved merchant only

Hash function of card

*Return to approved merchant only
Additional output parameters for transaction processed/\REWVAS

MPSTransaction Amount
Remark: FOMPSEnable only.

MPSTransaction Currency
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mpsForeighmt Number
(122

mpsForeigbur Text (3)

mpsRate Number
(124

mSchPayld Number

dSchPayld Number

mpMemberld Text

Remark: FovPSEnable only.
MPSTransactioRoreigimount
Remark: FOMPSEnable only.

MPSTransactioRoreigiCurrency
Remark: FovPSEnable only.
MPSExchange Rat&ofeign Base)
e.g. USD/HKD =7.77

Remark: FOMPSEnableonly.
Additional output parameters for transaction processe®ehttdulePayAS

The Master Schedule Payment Id
*For Schedule payment transaction only

The Detail Schedule Payment Id

*For Schedule payntesntsaction only
Additional output parameters for transaction processed/iwittberPayAS

Member Id if merchant using memberPay

Additional output parameters for transaction processed ith Party eWallet

isEwallet Text(1)

eWalletBrand Text

promotionCode Text(8);

promotionRuleCode Text(8);

promotionOriginalAmt Number
(122)

fi T This is a transaction with Ewallet function

ECO-AMEX Express checkout
MPi MasterPass

VCO VISA Checkout
Additional output parameters for transaction processedmithopayAS

The promotion campaign code of transaction
*For promotion transaction only

The promotion rule code of transaction
*Forpromotion transaction only

The original amount of promotion

*For promotion transaction only

Additional output parameters for transaction processednsittiiment

installment_period Number

installment_provider Text

installment_firstPayAmt  Number

Theinstallment period (In number of months)
The issuing bank or provider of the installment
H A BHEAng Seng Bank (Hong Kong)

B O Ci Bamk @f China (Hong Kong)

B G Bank Central Asia (Indonesia)

i WE L E W& .endHong Kong)

ot

=14

The transaction amount for first installment period

* Return only if the installment bank providing this
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installment_eachPayAmt Number

installment_lastPayAmt  Number

netAmtAfterRewards Number(12
2)

rewardsRedeemTotalAm Number(12
2)

rewardsRedeemType Text

rewardsRedeemProgram Number

rewardsRedeemCodel Text

rewardsRedeemLabell Text

rewardsRedeemAmt1l Number(12

2)

rewardsBalancel Text

rewardsRedeemCode2 Text

rewardsRedeemlLabel2 Text

information

The transaction amount for each installment period
*Return only if the installment bank providing this
information

The transaction amount for last installment period

* Return only if the installment bank providing this

information
Additional output parameters faansaction processed with rewards program (e.g. Hang Seng Cash Dollar

Total Net Amount after Redeem Rewards Program

Total Rewards Redeem Amount

Rewards Redeem Type

fi H A BHang Seng Cash Dollar

Number of redeem programs

Return value is 1,2, or 3

First Rewards Program Redeem Program Code

* Return only whenvardsRedeemProgram return ve
1,20r3

First Rewards Program Redeem Program Label

* Return only when rewardsRedeemProgram returi
1,20r3

First Rewards Program Redeem Amount

* Return only when rewardsRedeemProgram returi
1,20r3

First Rewards Program Balance

Format

Expired Rewards Balance Expired Bgteed Balance
Amount | Rewards Balance ExpiredRBatrds Balant
Amount

Example: 0129.00]01280.00

* Return only when rewardsRedeemProgram returi
1,20r3

SecondRewards Program Redeem Program Code
* Return only when rewardsRedeemProgram returi
2o0r3

Second Rewards Program Redeem Program Labe
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rewardsRedeemAmt2 Number
(12,2)
rewardsBalance?2 Text

rewardsRedeemCode3 Text

rewardsRedeemLabel3 Text

rewardsRedeemAmt3 Number(12

2)

rewardsBalance3 Text

* Return only when rewardsRedeemProgram returi
2o0r3

Second Rewards Program Redeem Amount

* Return only when rewardsRedeemProgram returi
2o0r3

Second Rewards Program Balance

Format

Expired Rewards Balance Expired Bgtged Balance
Amount | Rewards Balance ExpiredrBagrds Balan
Amount

Example: 012%.00]/01280.00

* Return only when rewardsRedeemProgram returi
2o0r3

ThirdRewards Program Redeem Program Code

* Return only when rewardsRedeemProgram returi
3

Third Rewards Program Redeem Program Label

* Return only when rewardsRedeemProgram returi
3

Third Rewards Program Redeem Amount

* Return only when rewardsRedeemProgram returi
3

Third Rewards Program Balance

Format

Expired Rewards Balance Expired Bgtiged Balance
Amount | Rewards Balance ExpiredkBaterds Balant
Amount

Example: 012%).00/01280.00

* Return only when rewardsRedeemProgram returi
3

Al l the return piar aXielt efrosr maitl | be

Sampl e XML ufrinl e
<records>
<record>
<orderStatus>Accepted</orderStatus>
<ref>Test</ref>

<payRef>1390545</payRef>
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<mpsMode>NIL </ mpsMode>

<amt>1</amt>

<cur>344</cur>

<prc>0</prc>

<src>0</src>

<ord>00004295104</ord>

<holder>Holder Name</holder>

<authld >123456</authld>
<alertCode>R14</alertCode>

<remark >Test</remark>

<eci>05</eci>

<payerAuth >Y</ payerAuth >

<sourcelp> 202.65.133.23 </sourcelp>
<ipCountry> HK</ipCountry>

<payMethod> VISA </payMethod>

<panFull >4918914107195005</ panFull > or
<panFirst4 >4918</ panFirst4 >

<panlLast4 >5005</ panLast4 >
<expMonth>07</ expMonth >

<exp Year>2015</ exp Year>
<cardIssuingCountry> Hk</cardlssuingCountry>
<channelType >SPN</channelType >
<txTime> 2014-07-0100:00:00.0 </txTime>
<accountHash ></ accountHash >
<accountHashAlgo ></ accountHashAlgo >
<mpsAmt></mpsAmt>

<mpsCur></mpsCur>
<mpskForeignAmt></mpsForeignAmt>

<mpsForeignCur></mpsForeignCur>

<mpsRate></mpsRate>

<installment_ period ></installment_ period >
<installment_ provider ></installment_ provider >
<installment_  firstPayAmt ></installment_ firstPayAmt >
<installment_ eachPayAmt ></installment_ eachPayAmt >
<installment_ lastPayAmt ></installment _lastPayAmt >

<airline _ticketNumber ></ airline _ticketNumber >
<successcode >0</ successcode >

<mSchPayld ></ mSchPayld >
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<dSchPayld ></ dSchPayld >

<Merchantld> 123456 </Merchantld>
<promotionCode></promotionCode>
<promotionRuleCode></promotionRuleCode>
<promotionOriginal Amt></promotionOriginalAmt>
<mpMemberld ></ mpMemberld >
<isEWallet>T</isEWallet>

<eWalletBrand> EOG/eWalletBrand>
<panFirst6 ></ panFirst6 >

<errMsg>Query Successfully</errMsg>

</record>

<l -

more records ¢é é é -- >

</records>
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Query Request Log

The ai

m of

this

function i s

Definition of Parameters in the Integration Page

Input
/Return

Input

(Optional
Input)
(Optional
Input)

(Optional
Input)

Return

Parameters

(Required Fields a

in Bold typeface)
*Case Sensitive

merchantld

loginid

password

actionType

orderRef

periodType

queryDate

requestDate

sessionld
ref

cur

Data Type

Number

Text (30)

Text (15)

Text (35)

Text (1)

Number(8)

Date

Number

Numbédb)
Number (3)

Expected
Value

i Q uRequy
estLog

to query

Descriptions

The merchant ID we provide to you

The loginld of using merchant API

The password of using merchant API

The action type

the payment

Merchant Reference Number

Period Type:

Mi Query by month
Di Query by Day

Query date format:

MMYYYYperiodType is M
DDMMYY Y-periodType is D

Therequest dateftransaction

ThesessionID of transaction

Merchant Reference Number

Transaction Currency i.e.

3 4 AKD

ot

ot

0 3 AUD
il2eAb
fv64i THB
1®F KRW
7 8AED
iB5®i INR

i 8 2 GRP
081 PHP
i 55 MZD

ot

1 5 GNY (RMB)

8 4 0SD
3 9 Y

9 T BUR
4&®i MOP
1581 MYR
6 8 AR
0 9 BND
7 0 2GD
i 9 0 TWD
B6@i IDR

i 7 0 MND

oDt Ot N

g

ot N

=]

requ
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amt

payerlp
ipCountry

deviceBrowser
devic®S
deviceMoblie

channelType

pageCode

Al | the return
Sampl e XML ufrinl e

<records>

<record>

<requestDate >2016-01-2010:17:19
<sessionld >1135335 </ sessionld
<ref >Test </ ref >

<cur >344</ cur >

<amt>1</amt>

<payerlp >192.168.77.28

<ipCountry />

<deviceBrowser

Number @12)

Text(H
TextB)

Tex(c0
Tex(c0

Tex(l)
Tex(5)

Tex(10)

Transaction Amount

IP address of payer

Country of payer ( e.g. HK)

-if country is on high risk country list,
asterisk will be shown (e.g. MY*)
Device Browser

Device OperatiSgstem

Device Mobile

Channel Type

SPN- Client post through browser
SPV- Client post through browser
DPS- Direct Server Side

DPGC: Direct Client Side
pageCode of payment page

CPF Payment Selection Page
CPF2 Credit Card Input Page
CPV- 3D Verify Page

CPVR 3D Verification Refdge
CPC Result Page

DPGC- Payment Processing
DPR- Result Redirect Page
CPFD DCC Selection Page

pianr aXrilt efrosr mwaitl | be

>Chrome</ deviceBrowser

</ payerlp >

</ requestDate >



PesoPay PayGate Integration Guide (v3.66) Page 102

<deviceOS / >

<deviceMoblie >F</ deviceMoblie >
<channelType >SPC/ channelType >
<pageCode >CPF/ pageCode >

</record>

<! -- more records ¢é é é -- >

</records>
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Cancel Payment

The aim of this functi ont hsst atboll sctarnacriesha ditPiennpiarygnefnd e d tha

Thifssincti suappaottys on mehe opg ysme rbtel ow
action:
and-VRERMATA

Payment AiCancel 0

BCALI KPAY-VABCRBRAY,

(me)hhobdsupport
CLMBMM3NDI®RII CKPAY

Definition of Parameters in the Integration Page

Parameters
(Required Fields a

Data Type Expected | Descriptions

in Bold typeface)
*Case Sensitive

Input merchantld Number The merchant ID previde to you
loginid Text (30) The loginld of using merchant API
password Text (15) The password of using merchant API
actionType fi Ca n c The action type
payRef Text (35) Payment Reference Number

Return  resultCode Number { A 0} 0-Request Successfully

-17 Request Failed

orderStatus Text (20) The new order status after successfully r
ref Text Merchant ds Order R
payRef Number PesoPatransaction reference
amt Number @12) Transaction Amt
cur Number (3) Transaction Currency

i 3 4 UKD i 8 4 0SD

fi 1 56NY (RMB) ii 3 9 P¥

i 0 3 AUD i 9 7 BUR

i l2aAD 4@ MOP

fv64Hi THB 58 MYR

1@ KRW i 6 8 AR

i 7 8 AED i 0 9 BND

iB5®i INR i 7 08GD

i 8 2 GBRP i 9 0 TWD

60D PHP iB6®i IDR

i 5 5MzZD i 7 0 VND
errMsg Text Error Message
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Al'l the return parameters wil/ be concat&nated as i
Sample return string:
resultCode=0&orderStatus=Rejected&ref=Test&payRef=4888&amt=1.0&cur=344&errM

sg=Cancel Successfully
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Settlement report request
this

The ai

Definition of Parameters in the Integration Page

Input
/Return

Input

(Optional
Input)

Return

m of

Parameters

(Required Fields a

in Bold typeface)
*Case Sensitive

merchantld

loginid

password

startDate

endDate

queryType

authdate

capturedate

batchid
settledate
payref
merref
authid

cur

amt
orderstatus
terminal

bankmid

functi on

Data Type

Number

Text (30)

Text (15)
Number(14)

Number(14)

Text(1)

Numbed 4)

Numbe.4)

Numbégs)
Numbe.4)

Numberld)
Text(30)
Text(6)
Number
Numbe 2,2)
Text
Text(100)
Text(100)

hhmmss
DDMMYYY)

hhmmss

S

Expected

DDMMYYYY

t o gener at e

Descriptions

settl ement

The merchant ID we provide to you

The loginld of using merchant API

Thepassword of using merchant API

Report Start Date

Report End Date

Report Type:

O- Use date/time of the authorization

saledransaction to generate repor

(default)

S- Use date/time of the settlement

transaction to generate report anc

query transactions that settleflag i

The date/time of the authorization or !

transaction

The date/time of the captured (after

authorize) transaction

Settlement batlh

The date/time of Hettlemeritansaction

Unique number in Paymktiform

Merchant order reference number

Approval code
Bank Return Status code 2

Transaction Amount

The Holder Name of the Payment Ac

Bank Terminal id

Bank Merchant id

r

€
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settleflag boolean {TOFOG Settled or not

src Text Secondary response code
prc Text Primary response code
bank Text Eg.CITIBANK,PPS
bankref Text Bank reference number
traceno Text System trace number
currency Text Order currency

remark Text Order Remark

errMsg Text Error Message

originalamt Numbed 2,2) Originalransaction Amount

URL of Testing Platfor m:
httpspéd ov.eaagmbDb #oGenTx n XML

URL of Production Pl atf or m:
htt ps:p/le/lswweaom/ b2c2/ GenTxnXML

Al'l the returnimarXavhe tfeorsnawi | | be

Sampl e XML ufrinl e

<?xml version= 01.0 0 encoding= 6UTF 807>

<reports>

<report>
<authdate>24092005223000</authdate>
<capturedate>24092005230000</capturedate>
<batchid>123456</batchid>
<! -- more parameter é é é -- >

</report>

<! -- more reports é eé-->
</ reports>


https://test.paydollar.com/b2cDemo/GenTxnXML
https://www.paydollar.com/b2c2/GenTxnXML
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Sample source code of HTML server-side posting on Java
As different type of programming | anguage have diffe

connect to éARPpagerchandonnect, we suggest you to use

Sample code for serverpost by wusing java:

I SET WPATHE POST D

String postData =
"merchantld=1&loginld=testing&password=pwd&payRef=123456&actionType=Capture&amount=
1&0;

! POST TO PAYMENT PAGE

strResult = ServerPost.post(postData,
htt s://test. pesopay .com/b2cDemo/eng/merchant/api/orderApi.jsp );

!/ EXTRACT THE PAYMENT STATUS FROM STRRESULT
ééé
!/ FI NI SH

public class ServerPost

{
static public String post( String ip_postData, String ip_pageUrl)
{
try
{

String strResult = ";
URL url = new URL(ip_pageUrl);

URLConnection con = url.openConnection(); //from secure site
if(con instanceof com.sun.net.ssl.HttpsURLConnection){
((com.sun.net.ssl.HttpsURLConnection)con).setSSLSocketFactory
((SSLSocketFactory)SSLSocketFactory .getDefault());

con.setDoOutput(true);
con.setDolnput(true);

/I Set request headers for content type and length
con.setRequestProperty(

"Content - type",

"application/x - www form - urlencoded");
con.setReques tProperty(
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"Content - length",
String.valueOf(ip_postData.length()));

/I lssue the POST request

OutputStream outStream = con.getOutputStream();
outStream.write(ip_postData.getBytes());
outStream.flush();

/I Read the response
InputStream inStream = con.getinputStream();

while (tru e)

{
int ¢ = inStream.read();
if (c == -1)
break;
strResult = strResult + String.valueOf((char)c );
}

inStream.close();
outStream.close();

return strResult;

}

catch (Exception e)

{
System.out.print(e.toString());
return null;

}

}
All the source code in this document are the

modi fication and adayptdatbieom etporttlread dodeandhapp
(HK) Limited. AsiaPay (HK) Limited do not have
using the source code.
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7 Exceptional Transaction Handling
This section explains various scenarios of transactions, other than good and successful transactions

that may occur.

A) Unsuccessful data feed

This may occur if

1. Data feed URL is wrongly set up; or
2. Connection between PesoPay and merchant server is lost; or

3. Server of either side cannot process data feed correctly.

Since the bank has already determined the transaction status, the transaction is completed. Merchant

can confirm the status by

1. Log on to Merchant Administration and retrieve the corresponding transactions in Transaction
Details Report; or

2. Query the transaction status by using Merchant API.

B) Unsuccessful redirection to successUrl / failUrl / cancelUrl
This may occur if

1. Wrong / invalid returned URLSs are set in the integration; or

2. Connection between the customer and merchant server is lost; or

3. Customerds computer hangs [/ restarts [/ 1 os

Since the bank has already determined the transaction status, the transaction is completed.
Merchants should educate the customer to contact the merchant and confirm the transaction status

with them when such case happens.

C) Incomplete 3D authentication transactions by customer

This may occur if

1. The customer closes the browser when he / she is required to enter 3D authentication information

at issuer bank webpage; or

2. The customer cannot access 3D authentication page of issuer bank due to various reasons, e.g.

disabled cookies.

The transaction status remains APending_3Do,

es

and

power

paye



PesoPay PayGate Integration Guide (v3.66) Page 110

PesoPay production, a schedule job is setuptochanget he st atus from APending_3DO0O
from time to time. The PRC / SRC pair is also updated to 3 / 9999. Data feed is also sent out in the

schedule job for these unsuccessful transactions.

Sometimes customers may return to PesoPay payment page/ merchant site by pressing t
button of the browser and try again. The same merchant reference number is used for these retry

transactions. Thus merchants may receive multiple data feeds regarding transactions with the same

merchant reference number, with one success transaction followed by failed transactions. Merchants

can choose to ignore the fail transactions with the same merchant reference once a successful

transaction has been processed.

D) Incomplete 99BILL / ALIPAY / CHINAPAY / PPS / TENPAY / SCB / BAY / KTB
/ UOB / TMB / BBL iBanking / UPOP / M2U / CIMBCLICK / WECHAT
transactions by customer

This may occur if

1. The customer closes the browser when he / she is required to enter 99BILL / ALIPAY /
CHINAPAY / PPS / TENPAY / WECHAT account information at respective site; or

2. The customer cannot access 99BILL / ALIPAY / CHINAPAY / PPS / TENPAY / WECHAT / SCB /
BAY /KTB /UOB/TMB /BBL iBanking / UPOP page due to various reasons, e.g. disabled
cookies or 99BILL / ALIPAY / CHINAPAY / PPS / TENPAY / SCB/BAY /KTB /UOB/TMB/
BBL iBanking / UPOP host is down.

The transaction status remains fiPendingod. idnour producti i
servers to change the status from fAiPendingodo to fARejec

in the schedule job for these unsuccessful transactions.

Sometimes customers may returnto PesoPaypay ment page by presstheng t he O6Ba

browser and try again. The same merchant reference number is used for these retry transactions.

Thus merchants may receive multiple data feeds regarding transactions with the same merchant
reference number, with one success transaction followed by failed transactions. Merchants can
choose to ignore the fail transactions with the same merchant reference once a successful transaction

has been processed.
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8 PaySDK iOS Mobile SDK

This section explains integration of PaySDK iOS SDK in merchant iOS mobile application. Merchant
have to provide iOS App bundle ID and android application id to AsiaPay to apple PaySDK service.
PaySDK will be sharing unique RSA Public key related to merchant.

A) SDK Integration Steps
SDK requirement

Swift Version: 4.0 and above
iOS Version: 11.0 and above

SDK Configuration

Add AP_PaySDK.framework file into your project by adding the dependencies in Build Phases /L i n k
Binary Wi th Libraries
add ARBRaywSDKo frameworKk

¥ Embedded Binaries

{54 AP_PaySDK framework

or
CocoaHosdsa dependency manager for Cocoa projects.
their websitRaySbKiotegumtX¥code project using Coco

yowProdf il e:
pod 6AP_PaySDKo

SDK Initialization

For

aPo

1. Create the paysdk.plist file in the app with the fo
RSA PublISIDcK _KReSyA(_ PubiHecrkeeyyou need t dPusgdcaci fKe yt hwd t RiDA
headenrd f.obeeval ue will be provided when the merchari

e. g

< - paysdk.plist ) No Selection

Type Value

dictionary
SDK_RSA_PublicKey 00 Sting MIBJANBQkahKIG OWOBAQEFAAOCAQBAMIIBCGKCAQEAShOZ 7 Eky!OYLDJRZUXISEF IAXIWIBKABY +1KK/ T+ 3KyOMADIVINYHGDYoHEICADUGH KaYl

NOTE:Naming of property file and its attributes must be same.

2. Il mport sdk into the cl ass
import AP_PaySDK


https://cocoapods.org/
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Not-Bue to the | imitation of App Transport

e x cept papdalar.fom,r xecure3d.com, pesopay.com,  Siampay.com,

alipayobjects.com in info.list

<key>NSAppTransportSecurity</key>
<dict>
<ke y>NSExceptionDomains</key>
<dict>

<key> pesopay .com</key>

<dict>
<key>NSiIncludesSubdomains</key>
<true/>

<key>NSTemporaryExceptionAllowsInsecureHTTPLoads</key>

<true/>
<key>NSTemporaryExceptionMinimumTLSVersion</key>
<string>TLSv1.0</string>
<key>NSTemporaryExceptionRequiresForwardSecrecy</key>
<false/>

</dict>

<key>xecure3d.com</key>

<dict>
<key>NSIncludesSubdomains</key>
<true/>
<key>NSTemporaryExceptionAllowsinsecureHTTPLoads</key>
<true/>
<key>NSTemporaryExceptionMinimumTLSVersion</key>
<string>TLSv1.0</string>
<key>NSTemporaryExceptionRequiresForwardSecrecy</key>
<false/>

</dict>

<key>pesopay.com</key>

<dict>
<key>NSiIncludesSubdomains</key>
<true/>
<key>NSTemporaryExceptionAllowsinsecureHTTPLoads</key>
<true/>
<key>NSTemporaryExceptionMinimumTLSVersion</key>

<string>TLSv1.0</string>

alipay.com,

Security(
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<key>NSTemporaryExceptionRequiresForwar dSecrecy</key>
<false/>

</dict>

<key>siampay.com</key>

<dict>
<key>NSiIncludesSubdomains</key>
<true/>
<key>NSTemporaryExceptionAllowsInsecureHTTPLoads</key>
<true/>
<key>NSTemporaryExceptionMinimumTLSVersion</key>
<string>TLSv1.0</string>
<key>NSTemporaryExceptionRequiresForwardSecrecy</key>
<false/>

</dict>

<key>alipay.com</key>

<dict>
<key>NSIncludesSubdomains</key>
<true/>
<key>NSTemporaryExceptionAllowsInsecureHTTPLoads</key>
<true/>
<key>NSTemporaryExceptionMinimumTLSVersion</key>
<string>TLSv1.0</string>
<key>NSTemporaryExceptionRequiresForwardSecrecy</key>
<false/>

</dict>

<key>alipayobjects.com< /key>

<dict>
<key>NSiIncludesSubdomains</key>
<true/>
<key>NSTemporaryExceptionAllowsinsecureHTTPLoads</key>
<true/>
<key>NSTemporaryExceptionMinimumTLSVersion</key>
<string>TLSv1.0</string>
<key>NSTemporaryExceptionRequiresForwardSecrecy</key>
<false/>

</dict>

</dict>

</dict>
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or merchant can disable ATS by

<key>NSAppTransportSecurity</key>
<dict>
<key>NSAllowsArbitraryLoads</key><true/>

</dict>

3. Add i mplementationiof PaySDK protocol

class ViewController: UlViewController , PaySDKDelegate

4. I nstantiate PaySDK <cl ass
var paySDK = PaySDK.shared

5, Set paySDK del egat e
paySDK.delegate = self

B) WebView Payment Call
Prepare Payment Cal/l

I nitialize the PayData class and prepare the

paySDK.paymentDetails = PayData(
channelType: PayChannel WEBVIEW,
payGate: PayGate. PESOPAY
envType: EnvType.SANDBOX ,
merchantld: " 1",
payType: payType.NORMAL_PAYMENT,
orderRef: "2018102409220001",
payMethod: "VISA",
lang: Language.ENGLISH,
currCode: Currency.HKD,
amount: 10,
remark: ",
extraData: [ )}

Trigger the Payment:

payment

Call the SDK to trigger the payment pApopc eVdesb.viFeow fVderb \

the payment.

paySDK.process()
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Prepare Response Handl er:
I nitialize a pay memtt ugwe nntheh gpmd/lmemtt a esponse and r es

func paymentResult(result: PayResult) {

WebView Sampl e:

C) Direct Payment Call
Prepare Payment Call
I nitialize thecRayDatampdd maehamide patyhme nttr adregadtli o mo.r

paySDK.paymentDetails = PayData(
channelType: PayChannel.DIRECT,
envType: EnvType.SANDBOX,

amount : il0o0,






























































































































